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1. Executive Summary

The purpose of this document is to position the Centrd Intelligence Agency (CIA) to manage
and exploit its business assts (i.e., information) through the creetion, capture, organization,
maintenance, use, protection, and disposition of its eectronic records in accordance with
gpplicable laws and regulations. The document identifies the functiona information management
requirements for new and legacy automated information systems (AlS) that maintain officia
Agency record material. These requirements support a uniform approach to:

?? Theorganization of information for retrieval.

?? An enterprise-wide use of corporate data.

?? The maintenance of record materia eectronicaly.

?7? The protection of information integrity.

?? Theregular and lawful digposal of information that is no longer needed.

This document incorporates Department of Defense (DoD) 5015.2 STD, Design Criteria
Standard for Electronic Records Management Software Applications (11 April 1997),
which was endorsed by the Nationd Archives and Records Adminisiration (NARA) in
November 1998.

This document is configuration controlled by the Chief Information Officer, Information
Management Services, Information Technology Group (CIO/IMSITG) Configuration Control
Board (IMSCCB). Recommended changes to this document should be forwarded to the
ClO/IMS/Records and Classification Management Group (RCMG). Chief, RCMG
(C/RCMG) shdl be responsible for coordinating changes and forwarding them to the IMSCCB
for digpogtion.
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2. Introduction

2.1 Purpose

The CIA’s primary mission isto provide foreign intelligence and counterintelligence to netiond
policy makers. Our successis dependent on the ability to find, analyze, and disseminate
information quickly and accuratdly. Technology has exponentialy increased the information
available. It has aso provided the tools for exploiting it. The chalenge for usisto develop
common policies, practices, and tools that support the creation, use, maintenance, protection,
sharing, Sorage, retrievd, and disposition of information in eectronic form across the Agency.

The purpose of this document is to identify the functiona information management (IM)
requirements that must be met by automated information systems (AlS) that maintain or will
maintain officid Agency record material. These IM requirements identify the functions
necessary to implement the Federal Records Act, Executive Order 12958, the Privacy Act, and
other lega authorities relating to information and classfication management. The incorporation
of these requirementsinto new and legacy AlS supports the Agency’ s strategic efforts to
implement:

?? An Agency-wide taxonomy for organizing information.

?? Standard metadata €l ements.

?? Enterprise-wide information availability with appropriate safeguards and
protections.

?? Processes and procedures for identification and destruction of information that isno
longer needed.

AlSthat meet these requirements will be certified as Agency Electronic Recordkegping Systems
(ERKS).
2.2 Scope

This document defines only the IM requirements (which include records management and
classfication management) and certification process for Agency AlS. ERKS certification
requires the production of an information management plan which:

a) Definestheroles and responsbilities of users and administrators of an AIS.
b) Identifies the corpus of records captured by the AIS.
c) Definesamigration srategy for the AIS and its records.
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2.3 Background

In April 1997, the Department of Defense (DoD) issued DoD 5015.2 STD, Design Criteria
Standard for Electronic Records Management Software Applications, which definesthe
basdline functiond requirements that must be met by any records management application
(RMA) that is deployed by aDoD component. As defined by DoD, an RMA is software used
by an organization to manage its records. RMASs are designed to manage recordsthat arein
document form. Their primary functions include categorizing and locating records, and
identifying those that are due for dispogtion. In addition, DoD established a process for
certifying that RMAs meet the minimum reguirements defined in the standard.

In November 1998, the National Archives and Records Administration (NARA) endorsed
DoD 5015.2 STD for use by Federd agencies based on their determination “that the DoD
gandard generaly conforms with the requirements of the Federal Records Act and the
implementing records management regulations found in 36 Code of Federal Regulations 1220
1238."

In 1998, ajoint DoD/Intelligence Community working group drafted the functiond requirements
for implementation of Executive Order 12958 requirements for marking, downgrading, and
declassfying nationd security classfied information. These requirements were first published in
Chapter 4 of draft revisions dated October 2000 and June 2001. They will be incorporated
into DoD 5015.2 STD following find coordination.

Building on the DaD efforts, CIA has reorganized and modified the DoD 5015.2 STD
requirements to gpply to any type of AlS regardiess of whether it isan RMA, ardationa
database, a workflow product, a collaboration tool, or any other type of AlS.

The unit record object for document based RMAs is assumed to be a document object in some
format that permits its storage and retrievd, interna to the RMA, as an eectronic object, or
externd to the RMA asaphysica object. The unit record object for database AISis assumed
to be asingle table entry containing related fidds of data describing asingle entity. The unit
record object for other types of AIS must be determined and documented in the Information
Management Plan developed during the certification process.

The requirementsin Section 4 are organized into four parts: mandatory requirements that apply
to dl ERKS; conditiond requirements that apply to certain types of ERKS; optiona
requirements that may be useful to provide greater functiondity for some ERK'S; and mandatory
system requirements that ensure compliance with CIA palicies, sandards, and systems
architecture requirements. Many of the paragraphs in this document are followed by
parenthetica citations to corresponding paragraphs of the DoD document, and a citation cross-
reference tableisincluded a Appendix E. Citations numbered “C3...” refer to the origind

DoD draft dated November 1997, which was endorsed by the Nationa Archives and Records
Adminigration (NARA). Citations numbered “CA4..." refer to arevised draft dated June 2001.
No attempt has been made to cross reference the requirementsin Section 4 to adl of thosein the
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most recent draft revision dated June 2001 because it has not been endorsed by NARA or
approved by DoD management.

2.4 Applicability
The IM ERKS certification requirements pertain to the following types of automated information
systems (AlS):

a) All new or to-be-enhanced AlS and associated subsystems that process Agency
records and maintain these records in dectronic form.

b) All new or to-be-enhanced AlS and associated subsystems that retain Agency
records.

c) All exiging AlS and associated subsystems that process mission critical Agency
records and maintain these records in electronic form.

AIS, which meet any of the following criteria, are candidates for certification:

1. They contain records that document the organization, functions, policies, decisons,
procedures, and essentid transactions of the Agency or any directorate or
component thereof and are integrd to the conduct of Agency, directorate, or
component misson activities.

2. They contain program or adminigrative records which are permanent, temporary,
or amix of both permanent and temporary materid.

3. They protect the legdl and financid rights of the US Government and of persons
directly affected by the Agency’s activities.

4. They maintain records covered by the Privacy Act.
5. They replace a paper-based recordkesping system.

For assstance in determining whether an AlS meets any of the above criteria, contact the
appropriate component Information Management Officer or Information Management Services
Divison/Records & Classification Management Group/Information Management Services/Chief
Information Officer.
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2.5 Terminology

Thefallowing terminology is used throughout the document as specified below:
Shall Denotes arequirement that is mandatory.

Should Denotes arequirement that must be satisfied if the business area deems
it necessary, but is not mandatory for certification.
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3. Electronic Recordkeeping System (ERK'S) Certification Process

3.1 New or Enhanced AIS

The ERKS certification process for new or enhanced AlS focuses on IM requirements being
integrated into the system development life cycle and included in the overdl system requirements
and system architecture at an early stage to support procurement or development of hardware
and software, to include commercid off-the-shelf (COTS) products, that meet ERKS
certification requirements. The process flow includes the following:

1

11

PDR CDR

Figurel: ERKS Certification Processfor New AlS

The numbered paragraphs below describe each process depicted in Figure 1: ERKS
Certification Processfor New Al S:

1 During the Sysem Requirements Phase for the development or mgjor modification of an
automated information system (ALS)

1.1 The component IMO

UNCLASSIFIED 5
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1.1.1 Workswith the AIS project manager (PM) to register the new or enhanced AlSin the
Agency Cataogue of Databases (CATDB). See Appendix D for the CATDB
inventory form.

1.1.2 Conaultswith the Directorate IMO and the Agency Information & Records
Management Panel (AIRMP) ERKS Project Officer (ERKS PO) to determine whether
the AlSis acandidate for certification.

1.1.3 Decidesthat the AlSisacandidate for ERKS certification.
1.1.4 Advisesthe AlS project manager (PM) to begin the certification process.
1.2 ThePM decidesto seek ERKS certification.

2 TheAlS project manager (PM), the development team, and the component IMO review
the ERK'S requirements and identify those requirements that pertain to the AIS.

2.1 Thecomponent IMO is placed on digtribution for briefings, technica mestings, control
gates, other pertinent meetings, and drafts of project documents.

2.2 The component IMO, the PM, the development team, and system users identify the
record materia managed by the AIS.

2.2.1 Thecomponent IMO determinesif the record materid is covered by existing Agency
Records Control Schedule(s) (RCSs) or the General Records Schedule (GRS).

2.2.2 If necessary, the component IMO drafts anew or revised RCS item, in consultation
with system users and the development team.

2.3 The component IMO works with the development team as needed to clarify
requirements, determines the verification procedure for the ERK'S requirements, and
discusses implementation strategies. See Appendix C for the Requirements Verification
and Tracesbility Matrix.

2.4 The component IMO coordinates with the Directorate IMO and the ERKS PO as
necessary throughout the project to ensure the A1S meets ERK'S requirements.

3 ThePM draftsan IM Plan. See Appendix B for asample IM Plan outline. ThelM Plan
describes the AIS implementation of the ERKS requirements.

3.1 Thecomponent IMO reviews the draft IM Plan and advises the PM of any needed
changes. [See 5 below]

4  The PM ensuresthat necessary IM requirements are

4.1 Incorporated into the Systems Requirements Document (SRD) and presented at the
System Requirements Review (SRR),

UNCLASSFIED 6
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5.1

5.2

5.3

6.1

6.2

6.3

7.1

7.2

7.3
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Sidfied in the Sysem Design Document (SDD) at the Prdiminary Design Review
(PDR), and

Incorporated into a Requirements Verification and Traceability Matrix (see Appendix C).

The component IMO advises and responds to questions from the PM throughout the
systems development process.

The component IMO reviews the IM Plan and SRD and advises the PM of any IM
deficiencies or issues.

The PM, in coordination with the component IMO, submits requirements waiversto the
Directorate IMO as needed for approval.

The component IMO participates in requirements reviews (Systems Requirements
Review [SRR]) and design reviews (Preliminary Design Review [PDR] and Critical
Design Review [CDRY) to ensure that the system requirements and final design meet
ERKS certification requirements, and that no additiona |M issues are raised.

For the PDR Control Gate:
The PM completes the draft IM Plan for PDR.

The component IMO in coordination with the Directorate IMO reviews and approves the
draft IM Plan before the PDR.

The component IMO attends the PDR to assist the PM in addressing how the design
meets the ERK'S certification IM requirements.

For the CDR Control Gate:
The PM findizesthe IM Plan, making any changes requested during PDR.

The Directorate IMO in coordination with the component IMO reviews and approves the
find IM Plan before the CDR.

The Directorate IMO and the component IMO attends the CDR to assist the PM in
addressing how the design meets the ERK'S certification IM requirements.

The component IMO ensures that the System Test verifies that ERKS requirements are
satisfied based on the Requirements Verification and Traceshility Matrix (see Appendix
O).

The component IMO participates in acceptance testing as gppropriate to verify that IM
requirements are satisfied.

The PM submits an ERK'S certification package, which includes the Directorate IMO
approved find IM Plan, any waivers gpproved by the Directorate IMO, System Test
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results, Acceptance Test results, and the Requirements Verification and Traceability
Matrix, to the AIRMP for certification.

10.1 The component IMO submits anew or revised RCSitem(s) for NARA gpprova as
needed.

11 TheAIRMP

11.1 Reviewsthe ERKS certification package and approves the AlS for ERKSS certification.
During the review the cognizant Directorate IMO serves as advocate for certification.
This review may require ameeting of the AIRMP with the component IMO and the PM.

11.2 Awardsthe ERKS a certificate of approval signed by the Chairman (see Appendix G).

11.3 Directs the component IMO to update the CATDB registration of the AlS to record the
date of certification.

12 If the AIRMP decides not to certify the AIS as an ERKS it identifies the actions needed to
achieve cartification.

12.1 The PM develops an ERK'S Certification Compliance Plan to specify the program’s
approach to performing the actions identified by the AIRMP and establishes a schedule
for completion.

12.2 When the compliance plan is completed the PM resubmits the AIS for ERKS certification
(Step 10).

The AIRMP provides ERKSS certification for a specific rlease of an AlS. Re-certification must
be requested for mgor system revisons, for a system migration, or after five years, whichever
comesfirg.
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3.2 Existing AIS

The ERKS certification process for an existing AlS focuses on forming an ERKS Team to
devel op the documentation needed to verify that the AIS meets the applicable ERKS
requirements. The process flow includes the following:

Figure2: ERKS Certification Processfor an Existing AIS

The numbered paragraphs below describe each process depicted in Figure 2: ERKS
Certification Process for an existing Al S:

1 A Directorate IMO (D/IMO) begins the certification process by selecting a candidate AIS
and directing acomponent IMO to register the application in the Agency Cata ogue of
Databases (CATDB).

1.1 The component IMO

UNCLASSFIED 9
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1.1.1 Workswith the AlS project manager (PM) or system manager to register the existing
AlSinthe Agency Catdogue of Databases (CATDB). See Appendix D for the
CATDB inventory form.

1.1.2 Consults with the Directorate IMO to determine whether the AlS is a candidate for
catification.

1.2 TheD/IMO
1.2.1 Approvesthe CATDB regidtration of the AIS.
1.2.2 Decidesthat the AlSisacandidate for ERKS certification.

1.2.3 Requests that the AIRMP ERK'S Project Office (ERKS PO) review the CATDB
registration of the AIS to Sart certification.

1.3 TheERKSPO

1.3.1 Reviewsthe CATDB regidration of the AlS.

1.3.2 Initistes the AIS as a candidate for ERKS certification.

1.3.3 Asksthe D/IMO to form an ERKS Certification Team (ERKS Team).
2 During the ERKS Team formation,

2.1 TheD/IMO sdects members to serve on the ERKS team, including the component IMO
who registered the AlS, another component IMO within the directorate, an IMO from
the ERKS PO, and AlS personnd familiar with the application and its documentation.

2.2 TheERKSTeam

2.2.1 Definesthe ERKS Certification project schedule in consultation with the D/IMO and the
ERKS PO.

2.2.2 Reviewsthe ERK 'S certification requirements and process.
2.2.3 Reviews the documentation (CONOPS, SRD, SDD, etc) and operation of the AlS.
2.2.4 ldentifies which ERKSS requirements gpply to the AIS.

3 TheERKS Team assures themsalves that the AlS satisfies the applicable requirements and
drafts an ERK S Requirements Verification and Traceability Matrix (see Appendix C).

4  The ERKS Team drafts an Information Management Plan (IM Plan) for the AIS (see
Appendix B).
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5 During the preparation of the ERKS Certification Package, the ERKS Team presents the
CATDB Inventory Form, the IM Plan, and the ERK S Requirements Verification and
Traceability Matrix to the ERKS PO for review.

6 TheERKSPO
6.1 Reviewsthe draft certification package.
6.2 Returnsit to the ERKS Team for any corrections needed.

6.3 Completes the package by adding a Certification Summary and Recommendation sheet
for AIRMP review.

7  The ERKS PO forwards the completed package to the D/IMO with a checklist showing
which steps have been completed.

8 TheD/IMO reviewsthe package and either gpproves and endorses it for AIRMP review
or returnsit to the ERKS PO for further processing.

9 TheERKSPO
9.1 Schedulesthe AlSfor certification review by the AIRMP.

9.2 Prepares copies of the certification package with the D/IMO endorsement for the
AIRMP Principds.

10 TheAIRMP

10.1 Reviewsthe ERKS certification package and approves the AlS for ERKS certification.
During this review the cognizant Directorate IMO serves as advocate for certification.
Thisreview may require ameeting of the AIRMP with the ERKS Team.

10.2 Awadsthe ERKS acertificate of gpprova signed by the Chairman (see Appendix G).

10.3 Directs the component IMO to update the CATDB registration of the AlS to record the
date of certification.

11 If the AIRMP decides not to certify the AIS as an ERKS it identifies the actions needed to
achieve cartification.

11.1 The ERKS Teamdevelops an ERKS Certification Compliance Plan to specify the
Team' s @pproach to performing the actions identified by the AIRMP and establishes a
schedule for completion.

11.2 When the compliance plan is completed the ERKS PO resubmits the AIS for ERKS
certification (Step 10).
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The AIRMP provides ERKSS certification for a specific rlease of an AlS. Re-certification must
be requested for mgor system revisons, for a system migration, or after five years, whichever
comesfirg.
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4. Information Management (IM) Requirements

4.1 Mandatory Requirements

The requirements in this section apply to dl Automated Information Systems (AIS) that manage
electronic or physical records or both.

4.1.1 Record Integrity

4.1.1.1 Record Integrity. The eectronic recordkeeping system (ERKS) shall capture and
retain the original integrity of the record, regardiess of media or format. (For example, paper
records that are processed by Optica Character Recognition (OCR) into full text for search
and retrieval shal ensure the error correction process provides 98% accuracy.) (C2.1.1)

4.1.1.2 Preservation of Records. ERKS shdl prevent changes to information thet has been
designated asarecord. The content, context, and format of the record, once filed, shal be
preserved. (C2.2.2.3) (C2.2.4.2)

4.1.1.3 Agency Record. Only if both record and non-record materid is stored, shal ERKS
provide the capability to indicate when an eectronic document is an Agency record.

4.1.1.4 Posted Date. ERKS shdl automatically date arecord when it is saved and shdll
preserve the date as the metadata value for posted date. This date shdl remain constant,
without being changed or edited when accessed, read, copied, or transferred. (C2.2.4.3)

4.1.1.5 RecordsLinkage. ERKS shdl provide the cgpability to link supporting and related
records and related information such as notes, margindia, atachments, eectronic mail return
receipts, and al metadata, to the record. (C2.2.2.15)

4.1.1.6 PreserveNative Format. ERKS shdl manage and preserve any record regardless
of itsformat or structure so that it can be copied or viewed in the same likeness as the origind.
(C2.2.2.17)

4.1.2 AccessRestrictions

4.1.2.1 Restricting Accessto Actions. ERKS; in conjunction with its operating
environment, shall have the capability to restrict a user’s access to records and groups of
records by assigning sdective rights to perform the following actions:

1. View. (C4.1.311)
2. Create. (C4.1.31.2)
3. Copy. (C4.1.31.3)
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4. Delete. (C4.1.31.4)
5. Move. (C4.1.315)
6. Edit. (Metadata only)

4.1.3 Audit

4.1.3.1 Audit Utilities. ERKS system leve audit utilities shal provide an account of records
capture, maintenance, retrieval, and preservation activities to ensure the reliability and
authenticity of arecord. (C2.2.11.1)

4.1.3.2 Storage of Audit Data. ERKS shdl provide the capability to store audit dataasa
record or transfer the data to another system where it will be stored asarecord. (C2.2.11.3))

4.1.3.3 Retention of Audit Records. Audit records shal be retained until authorized for
disposition according to the appropriate Records Control Schedule and/or Generd Records
Schedule.

4.1.3.4 Audit Selected Actions. ERKS shdl provide arecord leve audit capability to log
actions performed on each record. These actionsinclude view, create, copy, delete, move, and
edit.

4.1.3.5 Specifying Selected Audit Actions. ERKS shall provide a capability whereby the
component IMO (or designee) can specify which of the above actions are audited.

4.1.3.6 Audit Query Functions. ERKS, in conjunction with its operating environment, shal
provide a query function whereby an organization can set up specidized reports to determine

what level of access auser has, what records each user accessed, and what operations were

performed on those records.

4.1.4 National Security Classification

4.1.4.1 Classfication Format. ERKS shdl display and print classfication markings and
dissemination controls in the format specified by the Inteligence Community (IC) Classfication
and Control Markings Register and the CIA Nationd Security Classfication Guide.

4.1.4.2 Individual Access. ERKS, in conjunction with its operating environment, shal ensure
that accessto classfied recordsis based on the individud’ s access criteriaand not on agroup’s
access criteria. (C.4.1.22)
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4.1.5 Disposition
4.1.5.1 Records Schedule/Destruction

4.1.5.1.1 Tracking Disposition Schedules of Records. ERKS shall provide the capability
to automaticaly track the disposition schedules of records. (C2.2.5.1)

4.1.5.1.2 Scheduling Capabilities. ERKS shal be capable of scheduling each of the
following three types of disposition indructions. (C2.2.5.2)

1. Time Digpostions, where records are eigible for digoosition
immediatdly after the expiration of afixed period of time.
(C2.25.2.1)

2. Event Dispositions, where records are digible for digpostion
immediately after a specified event takes place. (C2.2.5.2.2)

3. Time-Event Digpositions, where the retention periods of records are
triggered after a specified event takes place. (C2.2.5.2.3)

4.1.5.1.3 Cut-off Instructions. ERKS shdl be capable of implementing the gpplicable cutoff
instructions for scheduled records. (C2.2.5.3)

4.1.5.1.4 Record Reactivation. ERKS shdl identify records that have been exempted from
destruction and provide the component IMO (or designee) with the capability to reactivate or
change their assigned dispositions. (C2.2.6.5)

4.1.5.1.5 No Destruction of Unscheduled Records. ERKS shdl not alow unscheduled
records to be destroyed by any user, regardiess of access or user role, until that record has
been assigned a proper disposition and scheduled.

4.1.5.1.6 Display Recordsfor Destruction. ERKS shdl identify and display records that
aredigiblefor destruction based on digposition ingtructions identified by the appropriate
Records Control Schedule and Item Number. (C2.2.9.1)

4.1.5.1.7 Confirmation of Delete Command. ERKS shdl, for records approved for
destruction and for records that have been transferred, present a second confirmation requiring
the component IMO (or designee) to confirm the delete command, before the destruction
operation is executed on the records and metadata. (C2.2.9.2)

4.1.5.1.8 Permanent Record Deletion. ERKS shall delete records and metadata that are
stored in its repository and have been approved for destruction in such a manner that the
records cannot be physicaly reconstructed. (C2.2.9.3)
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4.1.5.1.9 Redtricted Execution of Destruction Commands. The sysem shdl dlow only
the component IMO (or designee) to sdlect records for destruction and shall restrict execution
of the records destruction commands to only the component IMO (or designee) (C2.2.9.4)

4.1.5.1.10 RecordsEligiblefor Destruction. The sysem shdl dlow only the component
IMO (or designee) the capability to indicate or flag records digible for destruction but not
approved for destruction. Records flagged for destruction should be reviewed at a specified
date that is not to exceed one year.

4.2 Conditional Requirements

The requirements in this section are mandatory for ERK'S that meet the specified conditions.
4.2.1 Vital Records
These requirements are mandatory for ERK S that manage vita records.

4.2.1.1 RecordsDesignation. ERKS shdl provide the capability to designate arecord asa
vital record. (C2.2.2.12)

4.2.1.2 Vital Records Copy. ERKS shdl provide the capability to copy vita records and
archive or cycle the latest copy to an off-site storage location. (C2.2.2.13)

4.2.1.3 Reversethe Designation. ERKS shdl provide only the component IMO (or
designee) the capability to reverse the designation of avita record, once the designation has
become obsolete. (C2.2.2.14)

4.2.1.4 Vital Records Safety. ERKS procedures shal ensure that vital records are
refreshed or updated on aregular basis; that vital records are deposited in a safe, separate
records repository; and that equipment and facilities to access and read vitdl records are
available in the event of an emergency.

4.2.2 Metadata

These requirements are mandatory for ERK S that manage record objects that require metadata
for description and retrievd.

4.2.2.1 Signature Standards. ERKSthat require strong, non-reputable authentication of the
identity of the originator or approver(s) of information shall meet digital Sgnature sandards, as
established by the Information Policy Board (IPB).

4.2.2.2 Agency Metadata Standard. ERKS shall, for each record, capture or provide the
user with the capability to assign, as appropriate, the Agency Metadata Standard elements
when the record isfiled (see Appendix A). (C2.2.2.5)
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4.2.2.3 Edit Metadata. Except for data captured electronicaly, ERKS shdl provide the
originator with the capability to edit sdlected metadata prior to filing the record. (C2.2.2.6)

4.2.2.4 New-User Defined Elements. ERKS shdl provide the capability for only the
component IMO (or designee) to add new user-defined metadata € ements to meet customers
business needs. (C2.2.2.7)

4.2.2.5 View, Save, and Print Information. ERKS shdl provide the capability to view,
save, and/or print the record metadata information identified in the Agency Metadata Standard
(see Appendix A). (C2.2.2.8)

4.2.2.6 Publication Date. ERKS shal automaticaly capture the document creetion date from
the application used to create the document when it is saved as a record and shall preserve the
date as the metadata value for publication date. This date shall remain constant, without being
changed when accessed, read, copied, and/or transferred. (C2.2.2.18)

4.2.2.7 Error Checking. ERKS shal conduct logic checks and assist with error checking for
required metadata €l ements as defined in the Agency Metadata Standard (see Appendix A).
(C3.2.16)

4.2.2.8 Modify Metadata Values. ERKS shdl provide the capability for only authorized
users to modify the metadata values of stored records that have been specified as ‘non-
modifiable’ in the Agency Metadata Standard (see Appendix A). (C2.2.2.20)

4.2.2.9 Mandatory Metadata Fieldsfor Classified Records. ERKS shdl providea
capability by which a user must provide Agency Standard Metadata for National Security
Classified records when filing arecord. (C4.1.1)

4.2.2.10 Classifying Metadata Fields. ERKS shal provide a capability whereby sdected
metadata fields may be classfied. Authorized users shdl have the ability to specify which
metadata fields require classification for a given organization. (C4.2.1)

4.2.3 Organizing Information

These requirements are mandatory for ERKS that use file tags and afile plan to organize
document- based record objects.

4.2.3.1 Agency File Plan. The Agency File Plan will be used by ERKS to select and assgn
file tag(s) to record(s).

4.2.3.2 FileTags. ERKSshdl provide users with the capability to select and assgn afile
tag(s) to arecord(s). (C2.2.2.1)

4.2.3.3 Valid File Tags. ERKS shdl present vdid file tags to the user for selection before
filing. (C2.2.2.9)
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4.2.3.4 MultipleFile Tags. ERKS shdl provide the capability for more than one file tag to
be assigned to arecord. (C2.2.2.10)

4.2.3.5 Edit Digposition Codes. ERKS shdl provide the cgpability for only the component
IMO (or designee) to create, add, edit, and delete disposition instructions and their associated
disposition codes. Each disposition code shall be linked to its associated digposition instruction.
(C221.2)

4.2.3.6 FileTag Sdlection. ERKS shdl provide methods to assist the user in the sdlection of
thefile tag to be assigned to arecord, such as priority ordered lists, directed searches, file title
descriptions, and index terms. (C3.1.12)

4.2.3.7 FileAlterations. ERKS shal prevent anyone other than the component IMO (or
designee) from making any additions or other dterationsto files that have reached the cutoff
date. (C2.2.6.4)

4.2.3.8 FilePlan Edits. ERKS shdl provide the capability for only the component IMO (or
designee) to create, add, edit, and delete File Plan entries to include file tags and their
associated digpostion information. Each file tag shall be linked to its associated or higher-leve
filetag(s). (C2.2.1.1)

4.2.39 Limit Value Set of File Tags. ERKS shall provide only the component IMO (or
designee) the capability to limit the available vaue set of file tags based on a user or work group
responsibility. (C2.2.2.9)

4.2.3.10 ChangeFile Tag Assgnment. ERKS shdl provide the capability for only the
component IMO (or designee) to change afile tag assigned to afiled record. (C2.2.2.11)

4.2.3.11 Assigning Data. ERKS shal provide the component IMO (or designee) the
cgpability to assgn the following data when generating and maintaining the file plan: (C2.2.1.3)

1. FileTag Name. (C2.2.1.3.1)

File Tag Code. (C2.2.1.3.2)

File Tag Description. (C2.2.1.3.3)

File Folder Title.

Disposition Authority. (C2.2.1.3.4)

Vital Record Indicator. (C2.2.1.3.5)
Privacy Act Indicator.

Digposition Ingruction Name. (C2.2.1.3.6)
Digposition Ingtruction Code. (C2.2.1.3.7)

© © N o o M W DN
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10. Dispogtion Indruction Type (Time, Event, or Time-Event).
(C2.21.3.8)

4.2.4 Auditing Capabilities

The following requirements are mandatory for ERK'S that manage document-based record
objects and provide record activity audit capability.

4.2.4.1 Report Writing Capabilities. ERKS shdl provide records management audit report
writing cgpabilities, induding, but not limited to, the following: (C2.2.11.4)

Tota number of records. (C2.2.11.4.1)

Number of records by filetag. (C2.2.11.4.2)

Number of accesses by filetag. (C2.2.11.4.3)

Number of classfied records.

Othersto be identified.

a ~ W NP

4.2.4.2 Record Audit Logs. ERKS ghdl log the following audit information for each record
delete operation: (C2.2.11.5.)

Record identifier. (C2.2.11.5.1)
Filetag. (C2.2.11.5.2)
Location of Record, including File Folder.

User account identifier. (C2.2.11.5.3)

Date/time. (C2.2.11.5.4)

Authorizing individud identifier (if different from user account identifier).
(C2.2.11.5.5)

o u A~ w DN P

7. Digpodtion information to include disposition dete.

4.2.4.3 Access Audit Logs. ERKS shdl log the following audit information for each access:
(C3.2.18)

Record identifier. (C3.2.18.1)
Filetag. (C3.2.18.2)
Location of Record, including File Folder.

A w DN P

User account identifier. (C3.2.18.3)
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4.2.4.4 Create/Generate Audit Reports. ERKS shdl alow only the component IMO (or
designee) the capability to create/generate record management audit reports.

4.2.4.5 Enable/Disable Audit Functions. ERKS shdl dlow only the Sysem Administrator
(or designees) the capabiility to enable/disable the audit functions and to back up and remove
audit files from the system. (C2.2.11.6)

4.2.4.6 Transfer/Destruction Record Activities. ERKS audit utilities shdl provide a
record of transfer and destruction activities to facilitate reconstruction, review, and examination
of the events surrounding or leading to mishandling of records, possible compromise of sengtive
information, or denid of service. (C2.2.11.2)

425 Vesons

These requirements are mandatory for ERK'S that manage versions of document-based record
objects, as in document management or workflow systems.

4.25.1 Record Versions. ERKS shdl provide the capability to store verson(s) of a
record(s). These shall be associated and linked. (C3.2.3)

4.2.5.2 Multiple Versions. When the user selects arecord for retrieval, ERKS shall check
for other versons of the record and inform the user that other versons exist. The system shal
dlow the user the flexibility to retrieve any verson. (C3.2.4)

4.25.3 Verson Linkage. ERKS shdl provide the capability to link original, superseded
records to their successor records. (C2.2.2.16)

4.2.5.4 Workflow Records. For transactiona data, which dlows for modification as part of
aworkflow process, ERKS shall identify the editable data d ements and maintain a history of
changesto those fidds (e.g., date, time, modified by.)

4.2.6 National Security Classification

These requirements are mandatory for ERK'S that manage document-based record obj ects that
are subject to the automatic declassfication provisons of Executive Order 12958.

4.2.6.1 E.O. 12958 Mandatory Metadata Fieldsfor Classified Records. ERKS shdll
provide a capability by which a user must provide the following metadata when filing arecord
subject to the automatic declassification provisons of E.0.12958. (C4.1.1)

4.2.6.1.1 Initial Classification. (C4.1.1.1)
1. Confidential. (C4.1.1.1.1)

2. Secret. (C4.1.1.1.2)
3. Top Secret. (C4.1.1.3)
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4. Other. (C4.1.1.1.4)
5. NoMarkings. (C4.1.1.1.5)

4.2.6.1.2 Current Classification. (C4.1.1.2)
1. Corfidentid. (C4.1.1.2.1)

2. Secret. (C4.1.1.2.2)

3. Top Secret. (C41.1.2.3)
4. Other. (C4.1.1.2.4)

5. No Markings. (C4.1.1.2.5)

4.2.6.1.3 Dissemination Control Markings. ERKS shdl accept any marking specified in:
1. ThelC Classfication and Control Markings Register; and

2. The CIA Nationd Security Classfication Guide
4.2.6.1.4 Classfied By (CL BY). (C4.1.1.4)
4.2.6.1.5 Classification Reason(s) (CL REASON). (C4.1.1.3)

4.2.6.1.6 Declassify On (DECL ON). (C4.1.1.6)
1. Dateor Event, or Both. (C4.1.1.6.2-4)
2. Exemption Category. (C4.1.1.4.1)

4.2.6.1.7 Derived From (DRV FRM). (C4.1.1.5)
4.2.6.1.8 Classifying Agency. (C4.1.1.7)

4.2.6.2 Other Classfication. ERKS shdl require that the user select at least one
classfication from a pre-populated list when “Other” is selected asthe “Initid Classfication” or
“Current Classfication.” (C4.1.1.1 & C4.1.1.2)

4.2.6.3 Other Classification Values. ERKS shdl require that the “ Other” field dlow for al
Intelligence Community (IC) markings, Speciad Access Program (SAP) markings, and Agency-
unique codeword and compartment markings specified in the |C Classification and Control
Markings Regigter, when the system generates or receives such information.

4.2.6.4 NATO and Foreign Government Information. ERKS shdl provide the capability
for the System Adminigtrator to creste and maintain multi-level listsfor NATO and Foreign
Government markings that will be used to populate “Initid Classfication” and “Current
Classfication” fiddsif “Other” is sdected.
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4.2.6.5 Initial and Current Classfication. ERKS shal populate the * Current Classification”
fidd with the “Initid Classfication” datawhen the “Initial Clasdfication” isfirst entered.
(C4.1.2)

4.2.6.6 Current Classfication. ERKS shdl provide a capability by which a user can edit the
“Current Classfication” field prior to filing. (C4.1.3)

4.2.6.7 Originally Classified Records. ERKS shdl require that when the “ Derived From”
field is not completed, the “Classified By” and “ Reasong(s) for Classficaion” fields must be
completed. (C4.1.4)

4.2.6.8 Derivatively Classified Records. When the “Derived From” field is populated,
ERKS shd| provide the option of capturing multiple “ Reason(s) for Classfication.” (C4.1.5)

4.2.6.9 Derivative Sources. ERKS shdl provide the capability to enter multiple sourcesin
the “Reason(s) for Classfication” and “ Derived From” fields. (C4.1.6)

4.2.6.10 Declassify on Event. When “Event” is sdlected in the “Declassify On” fidd, ERKS
shall prompt the user to enter text that describes the declassification event. (C4.1.7)

4.2.6.11 Declassify on Time Frame. When adateisinserted in the “Declassfy On” fidd,
ERKS shdl verify that the date is no more than the mandated period of time from the Document
Publication Date. If that time frame has been exceeded, an dert will be presented to the user.
This mandatory period, according to Executive Order 12958, is currently 10 years. (C4.1.8)

4.2.6.12 Maintaining the Declassify on Time Frame. ERKS shdl provide the capability
for the System Adminigtrator to establish and maintain the period of time used to verify the
“Declassfy On” fidd, to make the retention period more redirictive, or to accommodate
changes to the mandatory retention period. (C4.1.9)

4.2.6.13 Classification Guides. ERKS should provide the capahiility for the System
Adminigtrator to establish an automaticaly triggered classification guide database. When a
designated classification guide rule is selected from this guide for the “ Derived From” field, the
following fidds are automatically populated. (C4.1.10):

1. Classfied By.

2. Reason(s) for Classfication. (C4.1.10.1)
3. Initid Classfication. (C4.1.10.2)

4. Declassfy On. (C4.1.10.3)

4.2.6.14 Limiting Screens and Data Fields. ERKS shdl provide the capability for the
Sysem Adminidrator to limit the classification metadata screens and data fields available to
users and work groups.
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4.2.6.15 Downgrade On. ERKS shdl provide a capability by which auser may complete the
following “downgrade on” metedatafidds. (4.1.1.8)

1. Datesor Event, or Both
2. Indructions

4.2.6.16 Confirming Accuracy Prior to Filing. ERKS shall provide the capability to
confirm the accuracy of the following metadata items prior to filing (C4.1.11):

1. Initid Classfication.

Current Classfication.
Classified By.

Reason(s) for Classification.
Derived From.

Classfying Agency.
Downgrade On.

Declassfy On.
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4.2.6.17 Editing Records. ERKS shdl dlow only authorized users to edit the following
metadata items after arecord has beenfiled (C4.1.12):

1. Initid Classficaion.

Current Classfication.
Classified By.

Reason(s) for Classification.
Derived From.

Classfying Agency.
Downgrade On.

Declassfy On.
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4.2.6.18 Restricted Data and Formerly Restricted Data. ERKS shdl nat dlow the
following metadata items for records containing Restricted Data or Formerly Redtricted Data
(C4.1.13):

1. Downgrade On. (C4.1.13.1)
2. Declassify On. (C4.1.13.2)
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4.2.6.19 Re-Grading and Declassifying Metadata Fields. ERKS shall provide the
cgpability for an authorized user to add the following metadata information to records that have
aready been filed:

Reviewed On.
Reviewed By.
Downgraded On.
Downgraded By.
Declassified On.
Declassfied By.
Upgraded On.
Upgrade Authority.
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4.2.6.20 Changesto Current Classfication. ERKS shadl ensure that appropriate
classfication information is captured when the * Current Classification” is changed. (C.4.1.14)

4.2.6.20.1 Upgrade Information. ERKS shdl prompt the user to enter or update
information in the “Upgraded On” and “ Upgrade Authority” fiddsif the “ Current Classfication”
israised to acdlassfication leve of “Confidentid,” “ Secret,” or “Top Secret.”

4.2.6.20.2 Downgrade Information. ERKS shall prompt the user to enter or update
information in the “Downgraded On” and “Downgraded By” fiddsif the “ Current Classfication”
islowered to aclassfication level of “Secret” or “ Confidentia.”

4.2.6.20.3 Change of Classification. ERKS shdl prompt the user to enter informetion in the
“Declassfied On” and “Dedlassfied By” fiddsif the “ Current Classification” is changed to
“Undassified.”

4.2.6.20.4 Other Classification Changes. ERKS shal prompt the user to enter or update
information in one of the following fields, as gopropriate, if the “ Current Classficaion” is
changed to “Other” or “No Markings.”

1. “Upgaded On” and “Upgrade Authority”
2. “Downgraded On” and “Downgraded By”
3. “Dedassfied On” and “Declassfied By”

4.2.6.21 Exemption Categories. ERKS shdl provide the capability for a user to enter or
update exemption category(s) in the “ Declassified On” fidd. (C4.1.15)

4.2.6.22 Editing Metadata. ERKS shdl dlow only authorized users the capability to edit the
following metadata items after they change the “ Current Classification” of arecord:
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Reviewed On.
Reviewed By.
Downgraded On.
Downgraded By.
Declassified On.
Declassified By.
Upgraded On.
Upgrade Authority.
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4.2.6.23 Record History. ERKS shdl be capable of providing a classfication history of each
record by tracking changes to the following metadata items and gppending them to a record
history file (C4.1.16):

1. Current Classfication.
Reviewed On.
Reviewed By.
Downgraded On.
Downgraded By.
Declassified On.
Declassified By.
Upgraded On.
Upgrade Authority.
10. Declassify On.

© © N o o M W DN

11. Originating Organization.

4.2.6.24 Displaying Current Metadata. ERKS shdl display only current classfication
metadata information; however, the user will be dlowed to view the historic classfication
metadata information, if requested. (C4.1.18)

4.2.6.25 Current Classfication. ERKSshal display the current classfication on both
displays and printouts of dl classfied records in the system, including reports, queries, and
review lists. (C4.1.18)

4.2.6.26 Tracking Digtribution. ERKS shall provide the capability for genera usersto enter
and update the following metadata e ements when arecord is distributed:
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1. Didribution Recipient(s).
2. Didribution Organization(s).

4.2.6.27 Restricting Accessto Records. ERKS shdl provide the capability to redtrict a
general user’s access to records based on the following access criteriac (C4.1.20)

1. Current Classfication. (C4.1.20.1)
2. Supplementd Marking(s). (C4.1.20.2)
3. FileFolder Title. (C4.1.20.3)

4.2.7 Search and Retrieval

These requirements are mandatory for ERK S that permit users to search and retrieve record
objects.

4.2.7.1 Search and Retrieval Capabilities. ERKS shdl provide capabilities to search and
retrieve any of the Agency Metadata Standard elements (see Appendix A). (C2.2.7.1)

4.2.7.2 Case Sensitive. ERKS shdl provide the capability for a user to specify whether or
not an exact match of caseis part of the search criteria. (C2.2.7.2)

4.2.7.3 Partial Matches. ERK S shdl provide the capability for a user to specify partia
matches for multiple word fidds, such as subject and date, and shdl alow designation of "wild
card" fidds or characters. (C2.2.7.3)

4.2.7.4 Boolean Searches. ERKS shdl alow searches usng Booleanlogic: and, or, greater
than (>), lessthan (<), equd to (=), and not equd to (?). (C2.2.7.4)

4275 Recordsfor Retrieval Criteria. ERKS shdl present the user alist of records
meseting retrieva criteria, or shal notify the user if there are no records mesting the retrieva
criteria. (C2.2.7.5)

4.2.7.6 Definelnformation. ERKS shal provide the capability for the user to define the
information contained in the list of records from the set of record metadata e ements.
(C2.2.7.5)

4.2.7.7 Copiesof Electronic Records. ERKS shdl provide to the user's workspace (file
name, location, or path name specified by the user) copies of eectronic records, selected from
the list of records meeting the retrievd criteria, in the format in which they were provided to the
ERKSfor filing. (C2.2.7.6)
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4.2.8 Disposition

These requirements are mandatory for ERK S that use file tags and afile plan to manage the
disposition of document-based record objects.

4.2.8.1 Records Schedule/Destruction

4.2.8.1.1 Digposition Instruction Code. ERKS shdl provide the capability for only the
component IMO (or designee) to assign a dispogtion ingruction code to afile tag code, file tag
name, or filetitle. (C2.2.1.4)

4.2.8.1.2 Changesin Dispostion Instructions. ERKS shal provide the capability for only
the component IMO (or designee) to reschedule records aready in the system when disposition
ingructions change from the origina designations. (C2.2.1.5)

4.2.8.1.3 Retention Period of File Tags. ERKS shdl provide the cgpability for only the
component IMO (or designee) to extend or suspend (freeze) the retention period of individua
file tags, which are required to be retained beyond their scheduled disposition because of
gpeciad circumstances (such as a court order or an investigation) that have atered the norma
adminigrative, legd, or fiscal value of the records. (C2.2.1.6)

4.2.8.1.4 Multiple File Tags. For arecord with two or more file tags associated, the system
will base the digposition on the longest disposition.

4.2.8.1.5 ldentification of Scheduled Cutoff. ERKS shdl provide the capability to identify
files scheduled for cutoff and present them only to the component IMO (or designee) for
retirement approvd. (C2.2.6.4)

4.2.8.1.6 No Assigned Disposition. ERKS shdl provide the capability for the component
IMO (or designee) to view, save, and print lists of records (regardiess of media or location) that
have no assigned disposition (i.e., unscheduled records). (C2.2.6.6)

4.2.8.1.7 Correct or Assign Dispositions. The sysem shdl provide the capatiility for the
component IMO (or designee) to schedule records that were previoudy unscheduled and to
correct dispogitionsthat arein error.

4.2.8.1.8 List of RecordsBased Upon Disposition Codes. ERKS shdl provide the
capability for the component IMO (or designee) to view, save, and print list(s) of records
(regardless of media) within afile tag based on dispostion instruction code, file tag, and/or
disposition event to identify records due for digposition processing. The information contained
in the list(s) shdl be user-selected record metadata el ements. (C2.2.6.1)
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4.2.8.1.9 Event-Driven Dispositions. ERKS shdl provide the cgpability to identify records
with event-driven dispositions and provide the component IMO (or designee) with the
capability to indicate when the specified disposition event has occurred. (C2.2.6.2)

4.2.8.1.10 Time-Event Dispositions. ERKS shdl provide the capability to identify records
with time-event dispositions and provide the component IMO (or designee) with the capability
to indicate when the specified event has occurred and when to activate applicable cutoff and
retention ingtructions. (C2.2.6.3)

4.2.8.1.11 Superseded Record. If the digposition of a superseded record isto be destroyed
when replaced, ERKS shdl identify that the record is dligible for destruction. (C2.2.2.16)

4.2.8.2 Reports

4.2.8.2.1 View Disposition Records. ERKS shdl provide the component IMO (or
designee) the capability to view, save, or print the digposition ingructions and digposition
instruction codes. (C2.2.1.8)

4.2.8.2.2 File Tagsand Associated Disposition. ERKS shdl provide the component IMO
(or designee) the capabiility to view, save, or print the file tags and their associated disposition.
(C2.2.1.9

4.2.8.2.3 FileTitles. ERKS shdl provide the component IMO (or designee) the capability to
view, save, or print file tags and file titles and their associated file tag digpogtion information.
(C2.2.1.7)

429 Record Transfer

These requirements are mandatory for ERKSthat use file tags and afile plan to manage the
disposition of document-based record objects and provide the capability to transfer inactive
records to another system.

4.2.9.1 RecordsEligible For Transfer. ERKS shdl, usng the digoogtion ingruction
associated with each file tag, identify and present those records digible for transfer. (C2.2.8.1)

4.2.9.2 Records Stored in System. ERKS shal, for records approved for transfer that are
stored in the system, copy the pertinent records and associated metadata to a user- pecified
filename, path, or device. (C2.2.8.2)

4.2.9.3 RecordsNot Stored in System. ERKS shal, for records approved for transfer and
that are not stored in the system, copy the associated metadata to a user-pecified filename,
path, or device. (C2.2.8.3)
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4.2.9.4 Suspend Deletion. The system shall, for records approved for transfer, provide the
capability for only the component IMO (or designee) to suspend the deletion of records and
related metadata until successful transfer has been confirmed. (C2.2.8.4)

4.2.9.5 Capability to Move Recordsto be Transferred. ERKS shdl provide the
capability to move associated records and related metadata for each record approved for
transfer.

4.2.9.6 Transfer of Approved Record to NARA. ERKS shdl provide the capability to
transfer permanent records and related metadata gpproved for transfer to Nationa Archives
and Records Adminigtration (NARA) in aformat approved by NARA a the time of transfer.

4.2.10 Filing Electronic Mail Messages (E-mail)

These requirements are mandatory for ERK S that provide the capability to manage E-mal
messages and associated attachments as records.

4.2.10.1 Filed E-Mails Treated as Records. ERKS shdl treat eectronic mail messages
(induding attachments) that have been filed as records as any other record, and they shal be
subject to the applicable requirements of this document. (C2.2.3.1)

4.2.10.2 E-Mail Storage. ERKS shdl capture and automatically store the transmission and
receipt dataidentified in Table 1, E-mail Transmisson and Receipt Data below, (if available
from the email system) as part of the record profile when an e-mall messsgeisfiled asa
record. The ERKS shdl not alow editing of these metadata. (C2.2.3.2)

4.2.10.3 E-Mail Attachment Storage. ERKS shdl store the attachments to an e-mal
record and link the attachment with the e-mail record. (C2.2.3.3)

4.2.10.4 Storage of Distribution Lists. In order to ensure identification of the sender and
recipients of messages, ERK'S shdl provide the capability to store digtribution lists of e-mall
records asrequired. (C2.2.3.4)

4.2.10.5 Transmission/Receipt Data

Transmission/Receipt Data Record Profile Mapping

The e-mail name and address of ERKS shal automatically enter the name of the sender into
the sender. the Originator datafield of the record metadata.
(C2.2.7.1.8)

The e-mail name of all addressees | ERKS shdl automatically enter this data into the
(or digtribution lists). Addressee data field of the record metadata. (C2.2.7.1.3.)
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Transmission/Receipt Data Record Profile Mapping

The eemail name and address of al | ERKS shall automatically enter this data into the
other recipients (or distribution Addressee data field of the record metadata.
lists). (C2.2.7.1.10)

The date and time the message ERKS shall automaticaly enter this data into the

was sent. Publication Date data field of the record metadata.
(C227.1.7)
The subject of the message. ERKS shall automatically enter this data into the Title data

field of the record metadata. (C2.2.7.1.1)

For messages received, the date ERKS shal automatically enter this data into the "Posted
and time that the message was Date” datafield of the record metadata. (C2.2.7.1.7)
received.

Table1: E-mail Transmission and Receipt Data

4.2.10.6 External E-Mail. If externd e-mail sygemsfor Internet e-mail or other wide-area
network (WAN) e-mail are used, the records shall be handled as any other e-mail records.
(C2.2.13.2)

4.2.11 Privacy Act

These requirements are mandatory for ERKS that have been, or are planned to be, declared in
the Federal Register as an Agency Privacy Act system of records.

This section of requirements gpplies only if the system is determined by the Program Manager,
working with the component IMO, to be a Privacy Act system of records. See Appendix F for
an overview of the Privacy Act. These requirements are in addition to al gpplicable IM
requirements specified in previous sections of this chapter.

4.2.11.1 Privacy Act System Access User Notification. ERKS shdl display the following
notice to users each time the Privacy Act system is accessed:

“This system maintains records subject to the Privacy Act, and no disclosures of recordsin
the system shdl be made without the prior written consent of the individuad to whom the
record pertains, except as provided in the Privacy Act and Agency declarations of routine
use. Reasonable efforts must dso be made to notify an individua when any record
pertaining to him is made available by the Agency to any person pursuant to court order
when such order becomes a matter of public record.
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This sysem shdl maintain only such information about an individua asis rdevant and
necessary to accomplish alegaly mandated purpose of the Agency.

This system shdl not maintain any records describing an individua’ s exercise of his Firgt
Amendment rights unless expresdy authorized by the individud or by statute, or unless
pertinent to and within the scope of an authorized law enforcement activity.

This sysem shdl maintain al records used by the Agency in making any determination
about an individua with such accuracy, rdevance, timediness, and completeness asis
reasonably necessary to assure fairness to the individud in the determination. Moreover,
prior to disseminating any record about an individua to any person other than an agency,
except in response to a Freedom of Information Act request, reasonable efforts must be
made to ensure that such record is accurate, complete, timely, and relevant for agency
pUrposes.

An accounting shal be kept of disclosures made to another agency or to any person other
than the person to whom the record pertains, a person within the Agency who has a need-
to-know in order to perform his duties; or a person or organization who has made a
Freedom of Information Act request. Such accounting must include the date, nature, and
purpose of each disclosure and the name and address of the agency or person to whom
the disclosure ismade. Such accounting must be maintained for five years or the life of the
record, whichever islonger.

The Privacy Act providesfor both civil remedies againg the Agency, and for crimind
pendties againg individud officers of the Agency, for violations of various provisons of the
Act.

If you have any questions regarding your obligations under the Privacy Act, please contact
your Information Management Officer.”

4.2.11.1.1 Display Privacy Act Notice. ERKS shdl display the foregoing notice with visud
emphasis on the last two paragraphs (i.e., with adigtinctive color and font).

4.2.11.1.2 User Acknowledgement. ERKS shdl require user acknowledgment of the
foregoing notice.

4.2.11.2 Mandatory Privacy Act Metadata Fields. Based on the component IMO (or
designee) determinations, ERK S shdl provide the capability to system-default the following
metadata when creating or filing a Privacy Act record:

1. Privacy Act record identifier (defaulted to “Yes’).

2. Responsible component (set as determined by the component IMO).
3. Originating Federd agency (defaulted to “CIA™).

4. Exemption Status (set as determined by the component IMO).

?? Exempt from search.
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?? Non-exempt from search.

4.2.11.3 Editing Privacy Act Metadata. ERKS shdl dlow only the component IMO (or
designee) to edit mandatory Privacy Act metadata information on records that have aready
been filed.

4.2.11.4 Privacy Act Record History. ERKS shdl provide the capability to record the
history of each Privacy Act record by tracking changes to the following metadata items and
appending them to arecord higtory file.

1. Privacy Act record identifier.
2. Responsible component.
3. Originating Federa agency.
4. Exemption status.
4.2.11.5 Displaying Current Privacy Act Metadata. ERKS shdl display only current

Privacy Act metadata information; however, the user will be alowed to view the historic Privacy
Act metadata information, if requested.

4.2.11.6 Privacy Act Record Disclosure

4.2.11.6.1 Record Any Disclosures. ERKS shdl require usersto record any disclosures
they make of information contained in Privacy Act records to another agency, or to any person
other than:

1. The person to whom the record pertains.

2. A person within the Agency who has a need-to-know in order to perform
his duties.

3. A person or organization who have made a Freedom of Information Act
request.

4.2.11.6.2 Disclosure Metadata. ERKS shal prompt the user a the time any disclosure
from the Privacy Act record (as described in the previous section) is recorded, to enter the
following disclosure metadata information, which shal congtitute an accounting of the disclosure,
asrequired by the Privacy Act:

1. Disclosure type (routine use, Congressional, court ordered, other
government agency, or other with explanation provided by user).

2. Name and address of the agency, organization, or individua to which
the disclosure was made.

3. Purpose of the disclosure.

4. Date of the disclosure,
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5. Disclosing component.
6. Agency user who made the disclosure (system-defaulted).

7. Reasonable effort made to notify individua (required only for court
ordered disclosures that have become a matter of public record).
(Yes/NO)

8. Date of individud’s natification (required only if “Yes’ entered in
number seven above).

4.2.11.7 Disclosure Accounting ERKS shdl maintain each accounting of Privacy Act
record disclosures, as described in previous paragraphs of this section, for five years or the life
of the record (whichever islonger).

4.2.11.8 Privacy Act Amendment Metadata. ERKS shdl dlow only authorized users the
cgpability to record the following Privacy Act record amendment metadata items:

1. Amendment requested (valid values. Blank, Yes, or No).

2. Amendment made (valid vaues. Blank, Yes, or No).

3. Amendment denied (valid values: Blank, Yes, or No).

4. Amendment denid appeded (vaid values. Blank, Yes, or No).

5. Notation of dispute filed with record (vaid values. Blank, Yes, or No).
6. Amendment lawsuit filed (valid values: Blank, Yes, or No).
7. Date of amendment action (defaults to current system date).

4.2.11.9 Notify Users About Amendments. ERKS shdl notify authorized users who amend
Privacy Act records or file notations of digpute therein, that they are required by the Privacy Act
to notify any person or other agency who previoudy received information from the record, as
noted in the accounting of disclosures, of the amendment or notation of dispute.

4.2.11.10 Disclosureand Amendment Record History. ERKS shall provide the capability
to record the history of each Privacy Act record disclosure and amendment by tracking changes
to the following metadata items and gppending them to arecord history file:

1. Disclosure type (routine use, Congressiond, court ordered, other
government agency, or other with explanation provided by user.)

2. Name and address of the agency, organization, or individua to which the
disclosure was made.

3. Dateof the disclosure.

4. Disclosng component.
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5. Agency user who made the disclosure (system-defaulted).

6. Reasonable effort made to notify individua (required only for court-ordered
disclosures that have become amatter of public record—Y es/No).

7. Date of individud’s notification (required only if “Yes’ entered in item
number seven above).

8. Amendment requested.

9. Amendment made.

10. Amendment denied.

11. Amendment denia appeded.

12. Notation of dispute filed with record.

13. Amendment lawsuit filed.

14. Date of amendment action.

15. Date of metadata change (system-generated).

4.2.11.11 Confirmation of Accuracy of Metadata. ERKS shdl provide the capability to
confirm the accuracy of Privacy Act disclosure and amendment metadata items prior to filing.

4.2.11.12 Editing Privacy Act Records. ERKS shdl alow only authorized usersto edit a
Privacy Act record after it has been filed.

4.2.11.13 Auditing Updates and Amendments. If aPrivacy Act record is updated or
amended, the system shdl prompt the user to enter the following:

1. Updated or amended by.

2. Update or amendment authorized by.
3. Reason for update or amendment.
4

. Updated or amended on date.
4.2.11.14 Privacy Act Information Access Controls

4.2.11.14.1 Restricting Accessto Privacy Act Information. ERKS shall provide a
capability for the System Adminigtrator to limit the screens and data fields available to users and
work groups accessing recordsin Privacy Act systems, whereby access can be restricted based
on a need-to-know in order to perform officid duties.
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4.2.11.14.2 Individual Access. ERKS, in conjunction with its operaing environment, shdl
ensure that access to Privacy Act information is based on an individud’ s access criteria and not
agroup’ s access criteria.

4.2.11.14.3 Restricting Accessto Actions. In conjunction with its operating environment,
ERKS shdl have the capabiility to restrict auser’s accessto Privacy Act records and groups of
records by assigning sdective rights to the following actions:

View.
Create.
Copy.
Delete.

Move.

© a &~ w N BB

Edit. (Metadata only)

4.2.11.15 Privacy Act System Auditing

4.2.11.15.1 Audit Selected Actions. ERKS shdl provide an audit capability to log actions
performed on each Privacy Act record. These actions include view, create, copy, delete,
move, and edit actions.

4.2.11.15.2 Specifying Selected Audit Actions. ERKS shal provide a capability whereby
an authorized user can pecify which of the above actions are audited.

4.2.11.15.3 Audit Query Functions. ERKS, in conjunction with its operating environment,
shdl provide a query function whereby an organization can set up specidized reportsto
determine what level of access a user has, what records each user has accessed, and what
operations have been performed on those records.

4.3 Optional Requirements

Thefallowing optiona requirements may be useful to provide greater functiondity for some
ERKS.

4.3.1 Electronic Calendarsand Task Lists.

Electronic caendars and task lists may meet NARA's definition of arecord (see Section 6.2
Glossary). Cdendars and task lists that meet the definition of arecord are to be managed as
any other record. If the ERKS being acquired or built does not have the capability to extract
caendars and task lists from the software gpplication that generates them, the user organization
must implement processes or procedures to enable those records to be managed by an
electronic recordkeeping system. (C2.2.13.1)
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4.3.2 Thesaurus

4.3.2.1 Vocabulary Control. ERKS shal provide vocabulary control for grouping related
records through the use of an organized thesaurus. (C3.2.11)

4.3.2.2 Index Terms. ERKS shdl dlow the user to sdect index terms from a predefined list
of such terms.

4.3.2.3 Index Repository. ERKS shdll create an index of dl words in the repository,
including for records in online, near-line, and offline storage.

4.3.3 Workflow Features.

ERKS shall provide the capability, if required by a business area, to manage working and draft
versions of documents and other potential record materia as they are being devel oped.
(C3.2.13)

4.3.4 Reports

4.3.4.1 Number of Recordsby Classification. ERKS shall have the capability to provide
reports detailing the number of records by classification.

4.3.4.2 Records Management Forms. ERKS should have the capability to generate
completed standard records management forms, such asthe items listed. (C3.2.14):

1. Standard Form 115 and 115-A, "Request for Records Disposition
Authority." (C3.2.14.1)

2. Standard Form 135 and 135A, "Records Transmittal and Receaipt.”
(C3.2.14.2)

3. Standard Form 258, "Request to Transfer, Approva, and Receipt of
Recordsto the National Archives of the United States” (C3.2.14.3)

4. Nationd Archives Form 14012, "Database Record Layout.”
(C3.2.14.49)

5. Nationa Archives Form 14097, "Technicd Description for Transfer
of Electronic Records to the National Archives" (C3.2.14.5)

4.3.4.3 Generation of Standard Reports. ERKS shdl provide the cgpability to generate
gtandard reports on the information held within the ERK'S based upon developed report
templates or queries. (C3.2.6)

4.3.4.4 View Filein Stored Format. ERKS shdl provide the capability to view each filein
its stored format or its equivalent. (C3.2.17)
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4.3.4.5 Hard Copy Codes. ERKS shall provide the capability to produce hardcopy codes or
identifiersin the form of labels or other products as required. (C3.2.15)

4.3.5 Additional Search and Retrieval Features.

ERKS shdl provide additiona search and retrieva features, such as full text search or other
method(s) to assst the user in locating records. (C3.2.12)

4.3.6 Government Information Locator Service.

ERK'S should have the capability, if required by a business area, to implement the requirements
of the Government Information Locator Service (GILS). GILS was established to identify
public information resources throughout the Federd Government, describe the information
available in those resources, and provide assstance in obtaining the information. GILS may dso
serve as atool to improve Agency eectronic records management practices. (C3.1.14)

4.3.7 Bulk Loading Capability.

ERKS shall provide the capability for the System Administrator (or designees) to bulk load (i.e,
import) the following (C3.2.2):

Agency FilePlan. (C3.2.2.1)

Digposition Instructions and Codes. (C3.2.2.2)
Electronic Records. (C3.2.2.3)

Record Metadata. (C3.2.2.4)
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Approved Classfication Guides.
4.3.8 Interfacesto Other Software Applications.

4.3.8.1 Office Automation Packages. ERKS should interface to various office automation
packages such as éectronic mail, word processors, spreadsheets, databases, document imaging
tools, workflow, desktop publishers, directory services and eectronic data interchange systems
as specified by the businessarea. (C3.2.5, C3.2.8)

4.3.8.2 Fax Integration Tools. ERKS shdl provide the capability, if required by a business
area, to interface with desktop or server-based fax products to capture fax records in their
electronic format. (C3.2.9)

4.3.8.3 Bar Code Systems. ERKS shall provide the capahility, if required by abusness
area, to use abar code system. Bar code technology can be used to support the following
records management tasks (C3.2.10):

1. Fleand correspondence tracking to positions, sections, or staff members.
(C3.2.10.1)
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2. Credting, printing, and reading of labels for non-electronic records.
(C3.2.10.2)

Boxing of records for transfer. (C3.2.10.3)

Box tracking for records holding facility operations. (C3.2.10.4)
Workflow tracking. (C3.2.10.5)

Posting changes in disposition. (C3.2.10.6)

N o o M~ W

Record audit and census functions. (C3.2.10.7)

4.4 Mandatory System Requirements

The following system requirements ensure ERK'S comply with CIA policies, sandards, and
systems architecture requirements. They are normaly included in the requirements for any
gpplication implemented on Agency Headquarters or Fied Information System Infrastructures.
They are not unique to ERK'S but are included here because they are mandatory to ensure the
religbility of an ERKS.

4.4.1 Record |dentifier

4.4.1.1 System Unique. ERKS shdl assgn a system-unique computer-generated record
identifier to each record, regardless of where the record is stored or itstype. (C2.2.2.2.)

4.4.1.2 No Modification. ERKS shdl not permit modification of the record identifier once
assigned. (C2.2.2.4)

4.4.1.3 Linkageto Metadata. ERKS shdl link the record metadata to the record so that it

can be displayed when needed and transported with the record when a copy is made.
(C2.2.2.19)

4.4.1.4 Electronic Documents. The sysem shdl alow the dectronic documentsin the
repository to be identified.

4.4.2 Sandards

4.4.2.1 Dates. ERKS shal correctly accommodate and process information contained in the
year 2000 and beyond, as well as dates in the current and previous centuries. The capability
shdl include, but not be limited to, date data century recognition, caculations, and logic that
accommodate same-century and multi-century formulas and date values, and date data interface
vaues that reflect the century. In addition, leap year caculations shal be accommodated (i.e.,
1900 is not aleap year, 2000 is aleap year). (C2.1.2)
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4.4.2.2 Performance. The business areamust specify what is acceptable ERKS system
availability, rdiability, regponse times, and downtimes that will satisfy the user's business
requirements. (C3.1.5)

4.4.2.3 Agency Technical Standards. ERKS shdl bein compliance with the following
Agency technicd standards:

1. TheAgency’stechnica architecture as defined in Information Technology
Enterprisawide Technical Architecture (ETA), Volume Il Component
Architectures (November 1999). (C3.1.1- C3.1.2, C3.1.6 - C3.1.11)

2. The Agency’s Directory Services requirements as described in Information
Technology ETA, Volume Il Component Architectures (November 1999)

3. The Agency’s Automated Information Systems security requirements as
defined by the Office of Security.

4.4.3 Security and Access Controls

4.4.3.1 Safeguarding ERKS, in conjunction with its operating environment, shal have the
capability to activate a keyboard lockout feature and a screenblanking fegture, both of which
are to be controlled by the System Administrator. (C4.1.29)

4.4.3.2 Minimum Authentication Measures. ERKS, in conjunction with its operating
environment, shal use authentication measures that dlow only authorized individuas to access
the sysem. At aminimum, ERKS will implement authentication measures thet require the
fallowing:

1. Userld.
2. Password.
4.4.3.3 User Groupsand Accesses. In addition to minimum authentication measures, ERKS

shdl provide the cgpability to define different groups of users and access criteria, including, but
not limited to, the following: (C2.2.10.1)

1. System Administrator — full sysem privileges to include full edit and
delete cagpabiilities and other functions restricted to “authorized users’
identified in earlier requirements.

2. Component IMO (or designee) — perform disposition/archive, audit, and
file plan maintenance functions to include transfer and deletion of records
and associated metadata and other functions restricted to component MOs
identified in earlier requirements.

3. General user —normd privileges based on need-to-know.
4. Othersasrequired.
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4.4.3.4 Record Leve Control. ERKS shdl provide the capability to define access control at
the individua record levdl.

4.4.3.5 Controlled Access. ERKS shal control access to records based on business needs
and established privileges by work group membership, assigned role(s) and user identity.
(C2.2.10.1)

4.4.3.6 Multi-User Access. ERKS shdl support multiple-user access. (C2.2.10.2)

4.4.3.7 AccessControl for Transfer and Destroy Functions. ERKS shadl control access
to transfer and destroy functions based on the identity of the user and the user role as described
inrequrement 4.4.3.3. (C2.2.10.3)

4.4.3.8 Audit Function Access. ERKS shall control accessto audit functions based on the
identity of the user and the user role as described in requirement 4.4.3.3. (C2.2.10.4)

4.4.4 Repository

4.4.4.1 Repository Interface. ERKS shdl provide or interface to arepostory for storing
electronic records and prevent unauthorized access to the repository. If the repository is
contained in an electronic database management system (EDBMYS), the query interface between
the ERK S and the EDBM S shal comply with the current Agency EDBMS query language
standard. (C2.2.4.1)

4.4.4.2 Repository Record Deletion. ERKS shdl dlow only System Adminigtrators and
the component IMO (or designee) to move or delete records from the repository. (C2.2.4.4)

4.45 Backup Procedures

4.45.1 Backup of Stored Records. ERKS shdl provide the capability, as determined by
the Agency, to automatically create backup or redundant copies of records including any
metadata. (C2.2.12.1).

4.45.2 Storage of Backup Copies. The method used by ERK S to backup database files
shall provide copies of the data that can be stored off-line and at separate location(s) to
safeguard againgt loss of records, record metadata, and other records management information
due to system failure, operator error, disaster, or willful destruction. (C2.2.12.2)

4.4.6 Recovery and Rollback Capability

4.4.6.1 Updates. ERKS dndl, following any sysem falure:

1. Provide the backup and recovery capability to complete updates (records, record
metadata, and any other information required to access the records) to ERKS;

2. Ensurethese updates are reflected in ERK Sfiles;
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3. Ensurethat any partia updates to ERKSfiles are backed out; (C2.2.12.3) and

4. Ensurethat records and metadata ddeted from master files cannot be reconstructed
from backup files.

4.4.6.2 Recovery Notification. ERKS shdl provide the capability, during recovery/rollback,
for any user whose updates are incompletely recovered, to be notified that arecovery has been
executed. The user shal be notified about recovery upon next use of the application. The
ERKS shdl aso provide the option to continue processing using dl in-progress data not
reflected in the ERK Sfiles. (C2.2.12.3)

4.4.6.3 Rebuild Capability. ERKS shdl provide the capability to rebuild forward from any
backup copy, using the backup copy and al subsequent audit trails. This capability istypicaly
used to recover from storage media contamination or failures. (C2.2.12.4)

447 Storage

4.4.7.1 Storage Availability Monitoring. ERKS shdl provide for the monitoring of
available storage space. The storage statistics shal provide a detailed accounting of the amount
of storage consumed by ERKS processes, data, and records. The system shall notify only the
Sysem Adminigtrator (or designees) of the need for corrective action in the event of criticaly
low storage space. (C2.2.12.5)

4.4.7.2 Storage Scalability. ERKS shdl be scalable to dlow the business areato define the
Sze of the storage space required for its organizational records with their related record
metadata and associated audit files. (C3.1.3)

4.4.8 Preservation/Migration

4.4.8.1 Ensure Accessand Readability for Life of Record. ERKS shdl sdlect and
manage mediain such a manner as to ensure access and readability for the life of the records
contained in the system.

4.4.8.2 Support Migration Strategy. ERKS shall support a migration srategy, defined by a
business area, that ensures users the capability to view, copy, print, and, if appropriate, process
any record stored in ERK'S (based on their user role as defined in requirement 4.4.3.3) for as
long asthat record shall be retained.

4.4.8.3 Migration Strategy Compatibility. The ERKS migration srategy shdl take into
account operating systems, system applications, storage media, and data formats in accordance
with Agency-approved standards. (C2.2.13.3)
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449 User Support

4.49.1 Documentation. The business area must determine the type and format of desired
documentation, such as user guide, technical manud, and ingtalation procedures. The
documentation must be maintained for the life of the system. (C3.1.4)

4.49.2 End-User Orientation and Training. The busness area must specify the training
requirements for the component IMO, System Administrator, genera user, and others as
required. (C3.1.13)

4.49.3 OnlineHep. ERKS shdl have an eadily accessible online help capabiility for users.,
(C3.2.7)
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6. Glossary

6.1 Acronyms

Acronym Definition
AARC Agency Archives and Records Center
AHB Agency Handbook
AIN Agency Identification Number
AlIOU Adminigrative Internal Use Only
AIRMP Agency Information and Records Management Panel
AlS Automated Information System
CATDB Agency Catalogue of Information Systems Data Base
CDR Critical Desgn Review
ClO Chief Information Officer
CMS Community Management Staff
COTS Commercid Off-the-Shelf
CWE Common Workgroup Environment
DBMS Data Base Management System
DCID Director of Centrd Intelligence Directive
DoD Department of Defense
DS&T Directorate of Science and Technology
EDBMS Electronic Data Base Management System
E-Mall Electronic Mall
EOor E.O. Executive Order
ERKS Electronic Recordkeeping System
ETA Enterprisewide Technica Architecture
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Acronym Definition
FOIA Freedom of Information Act
FOUO For Officid Use Only
GILS Government Information Locator System
GRS Genera Records Schedule
HRPB Historica Records Policy Board
IC Intelligence Community
IM Information Management
IMO Information Management Officer
IMS Information Management Services
IMSD Information Management Services Divison
|PB Information Policy Board
LAN Local Area Network
MSO Mission Support Office
NARA Nationa Archives and Records Administration
OCR Optical Character Recognition
0OGC Office of General Counsdl
OIM Office of Information Management
PA Privacy Act
PDR Prdiminary Desgn Review
RCMG Records and Classification Management Group
RCS Records Control Schedule
RMA Records Management Application
SAP Specia Access Program
SCI Sengtive Compartmented Information
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Acronym Definition
SRR Systems Requirements Review
STD Standard
URL Uniform Resource L ocator
WAN Wide Area Network
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6.2 Definition of Terms

Access — (1) The avallahility of, or the permission to consult, records. (2) The ability or
opportunity to obtain security-classfied or adminigratively controlled information or records.

Active Record — Records necessary to conduct current business of an office and therefore
generdly maintained in office space and/or equipment.

Addressee — The name of the organization or individua to whom arecord is addressed.

Agency Archivesand Records Center (AARC) — The Agency Archives and Records
Center is used for efficient storage of inactive records and provides reference service to
components for retired records.

Agency File Plan — A standard taxonomy for dl Agency information. The Agency File Plan
containsa st of filetags, i.e., tabs or labdls, that best describe each file or logica group of
documents within the Agency. It dso contains a mapping to the associated RCS disposition.
For each file tag, it contains the identifying number, title, description, and digposition authority of
fileshdd in the Agency.

Agency Metadata Standard — A standard set of metadata titles and definitions for dl
Agency information. (See Appendix A, Agency Metadata Standard Summary)

AIRM P— An organization in the Agency's Information Management Program whose
responsbilities are to: (1) Advise and assist the Historical Records Policy Board (HRPB) on all
information management issues, (2) Serve as aforum for establishing Agency-wide information
management plans, policies, and regulations, and for reviewing the adequacy of resources
availableto dl Agency records management programs,; and (3) Perform other functions as
deemed necessary by the HRPB.

Archive — (1) To copy programs and data onto an auixiliary storage medium such asadisk or
tape for long-term retention. (2) To store data for anticipated norma long-term use. (3) To
ensure that paper records are properly prepared for long-term retention through the use of
preservation techniques.

Attachment — A document that is associated with another document by being attached to it
and filed in the Electronic Recordkeeping Systems (ERKS) or transmitted between two
persons. Both documents are required to form the complete record in the ERKS.

Audit Trail — An dectronic means of auditing user interactions with records within an
electronic system, such that any access to the system can be documented as it occurs for
purposes of identifying unauthorized actions taken in regard to the records, e.g., modification,
deletion, or addition.
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Authenticity — A record's genuineness, as established by its mode (i.e., the method by which
the record is communicated over space or time), form (i.e., the format and/or media of the
record when recelved), state of transmission (i.e., the primitiveness, completeness, and
effectiveness of the record when it isinitidly set aside after being made or received), and
manner of preservation and custody.

Author or Originator — The author or originator of a document is the person or the office
and/or position responsible for the creation or issuance of the document. The author or
originator is usudly indicated by the letterhead and/or signature. For Electronic Recordkeeping
Systems purposes, the author and/or originator may be a person by name or officid title, an
office symbol, or acode. Theidentity of the author or originator must be verifiable under digitd
sgnature standards established by the IPB when nontrepudiation is avalidated system
requirement.

Authorized User — A person specifically designated as respongble for performing a specific
system action for legitimate duty-related reasons; usudly a person with system administrator
privileges.

Automated I nformation System (AlS) — An information system that usudly involves the use
of acomputer.

Backup Copy — A copy of acomputer file for useif the origind islogt, damaged, or
destroyed.

Business Area— Agency directorate and/or component organization having responsibility for
agiven st of records and related automated information system(s).

Classification — The act or process by which information is determined to require protection
in theinterests of national security and is appropriately marked.

Classification M anagement — Classification management encompasses decisions asto

whether or not information should be classified, downgraded, or declassfied, aswell asthe
inditution of policies and procedures to ensure compliance with applicable laws, Executive

Orders, and implementing directives.

Common Workgroup Environment — The Common Workgroup Environment (CWE)
alows the entire Agency to use the same operating system and basic software. CWE consists
of the Microsoft Windows NT operating system with some programming enhancements to meet
the Agency’ s unique requirements. CWE gtores information on the Loca Area Network
(LAN) rather than on the individua user’s workstation.
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Compartmented | nformation — Classfied information thet is highly senstive, is characterized
by limited need-to-know, and falls within a Specia Access Program (SAP). Acronyms are
frequently used to identify portions of alarger program (e.g., SI/TK; see also SCI, known as
Sengtive Compartmented Information) and are referred to as a‘ compartment’ of alarger SAP.

Component — The Agency office-level organization within each directorate.

Component IMO — The IMO assigned to a component and responsible for the records
management program of the component, whether resident in the component or in a centralized
service center asin DS& T and MSO.

Copy — (2) A reproduction of the contents of an origind document prepared smultaneoudy or
separately and usudly identified by function or by method of creetion. Copiesidentified by
function include the action copy, the information or reference copy, the officid file copy, the
reading or chronological file copy, the suspense or tickler file copy, and the stock copy. Copies
identified by method of creation include carbon copies and ribbon copies. (2) In eectronic
records, the action or result of reading data from a source, leaving the source data unchanged,
and writing the same data € sawhere on amedium that may differ from the source.

Custody — Guardianship, or control, of records, including both physical possession (physica
custody) and legal respongihility (legd custody), unless one or the other is specified.

Cutoff — Bresking, or ending, files a regular intervals, usudly at the close of afiscd or
caendar year, to permit their disposal or transfer in complete blocks, and for correspondence
files, to permit the establishment of new files. Cutoffs are needed before digposition ingtructions
can be applied because retention periods usudly begin with the cutoff, not with the crestion or
receipt of the records. In other words, the retention period normally does not start until the
records have been cut off. Cutoffs involve ending the old files and starting new ones at regular
intervas

?7? For records with retention periods of |ess than one year, cutoff falsat an interval
equal to the retention period. For example, if arecord series has a one-month
retention period, the file should be cut off at the end of each month and the retention
period then gpplied (that is, the file should be held for one more month before it is
destroyed).

?? For records with retention periods of one year or more, cutoff falls at the end of
each fiscal (or cdendar) year. For example, if the disposition for a correspondence
fileisto "destroy when three years old," it should be destroyed three years &fter the
annua cutoff.

?? For records with retention periods based on an event or action, cutoff fals on the
date the event occurs or the action is completed, and the retention period isthen
gpplied. For example, if the digposition for case working papersisto "destroy
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when related casefileis closed,” the working papers should be cut off and
destroyed when the related file is closed.

?? Records with retention periods based on a specified time period after an event or
action should be placed in an inactive file on the date the event occurs or the action
is completed, and the inactive file should be cut off at the end of each fiscd (or
cdendar) year; the retention period should then be applied. For example, if the
disposition for a casefileis "destroy Six years after caseis closed,” then it should be
destroyed six years after the annua cutoff aong with other case files closed during
that year.

Cycle — The periodic remova of obsolete copies of vita records and their replacement with
copies of current vitd records. This may occur daily, weekly, quarterly, annualy, or a other
designaed intervals.

Data Base Management System (DBM S) — A software system used to access and
retrieve data stored in a database.

Database — A collection of logicaly related records or files. In eectronic records, a set of
data, conggting of at least onefile or of a group of integrated files, usualy stored in orelocation
and made available to severd users at the same time for various applications.

Declassification — The process or result of determining that informeation no longer requires
protection in the interests of national security.

Delete — The process of permanently removing, erasing, or obliterating recorded information
from amedium, especialy a magnetic tape or disk, which then may be reused. In éectronic
records, thisis sometimes cdled scratching or erasing.

Destruction — In records management, destruction is the mgjor type of disposa action.
Methods of destroying records include sdlling or salvaging the record medium and burning,
pulping, shredding, meacerating, or discarding it with other waste materials.

Directive — A written ingtruction communicating policy and/or procedure in the form of
issuances such as orders, regulations, bulletins, circulars, handbooks, manuals, notices, and
numbered memorandums.

Directorate IMO — The IMO assigned to adirectorate or M SO and responsible for the
records management programs of the directorate and for technical supervison of the component
IMOs (or designees) within that service area.

Disaster — An unexpected occurrence inflicting destruction and distress and having long-term
adverse effects on Agency misson-critica functions.
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Disposal — The actions taken regarding temporary records after their retention periods expire,
usudly conssting of destruction or, occasiondly, of donation.

Disposition — The actions taken regarding records no longer needed for US current
Government business. These actions include transfer to Agency storage facilities or a Federd
Records Center, transfer of records to another Federa agency, transfer of records of
permanent historical vaue to the Nationa Archives, and the digposa of temporary recordsin
accordance with the applicable Agency Records Control Schedule.

Disposition Authority — Lega approva empowering an agency to take digpostion actions
with regard to its records. Digposition authority must be obtained from NARA and dso, for
certain records proposed as temporary, from the General Accounting Office.

Digposition Instruction Code — An Agency's dphanumeric or numeric code indicating a
unique disposition ingtruction that can be assgned to one or morefiles.

Disposition Instruction Type — One of three ways of scheduling a disposition instruction.
The schedule may be based upon atime, an event, or acombination of both.

Disposition Instructions — Directions for cutting off records and carrying out their disposition
(trandfer, retirement, or destruction) in compliance with NARA''s regulations and the Generd
Records Schedule. The ingtructions require completion of retention-related fields such as
authority, transfer location, active/dormant chronologica retention periods, and conditiona
retention periods.

Document — Recorded information regardless of physicd form or characteristics. A
document may meet the definition of arecord, or it may not and therefore condtitute a non-
record.

Document Creation Date — The date and time that the author and/or originator completed
the development of, and/or signed, the document. For eectronic documents, this date and time
should be established by the author or on the basis of the time attribute assigned to the
document by the application used to create the document. This date and time are not
necessaxrily the same date and/or time that the document isfiled in the ERKS and thus becomes
arecord.

Documentary Materials — A collective term for records, non-record materials, and personal
papers that refers to dl media on which information is recorded, regardless of the nature of the
medium or the method or circumstances of recording.
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Documentation — (1) The act or process of substantiating an action or decision by recording
it. (2) Records required to plan, develop, operate, maintain, and use el ectronic records.
Included are systems specifications, file specifications, codebooks, file layouts, user guides, and
output specifications.

Electronic Mail — The process or result of sending and receiving messages in dectronic form
via remote computer terminals.

Electronic Mail Message — A document crested or received on an eectronic mail system,
including brief notes, more forma or subgtantive narrative documents, and any attachments,
such as word-processing and other eectronic documents, which may be transmitted with the

message.

Electronic Mail System— A computer gpplication used to cregte, receive, and transmit
messages and other documents electronicaly. Excluded from this definition are file transfer
utilities (software that transmits files between users but does not retain any transmission data),
data systems used to collect and process data that have been organized into data files or
databases on either persona computers or mainframe computers, and word- processing
documents not transmitted on an e-mail system.

Electronic Record — Any information stored in aform that only a computer can process that
satidfies the legd definition of arecord under Title 44 of the US Code.

Electronic Recor dkeeping — The creation, maintenance, use, and disposition of records
created and stored by computer.

Electronic recor dkeeping system (ERKS) — Any information system that produces,
processes, or stores record material by computer. Often called an automated information
system. See aso Recordkeeping System.

Event Disposition — See Digposition.
Event-Time Disposition — See Digposition.

File — (Noun) An accumulation of records arranged according to a plan. Also, a unit, such as
afolder, microform, or eectronic medium, containing such records. (Verb) The act of assgning
and gtoring records in their appropriate file categories (e.g., tags).

File Code — Numbers or symbols used to abbreviate lengthy filetitles. Thefile code identifies
information necessary for filing, reference, and disposition.

Filed — Captured as an officia record by the eectronic recordkeeping system.
File Designation — A digtinguishing symbol, subject, name, number, or date controlling the
placement of a document in afiling system.
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File Tag— Filelabd or index term (e.g., PERSONNEL/PARS). Each File Tag hasa
retention period and disposition associated with it. (See Appendix A, Agency Metadata
Standard Summary)

Format — For electronic records, the computer file format described by aforma or vendor
standard or specification, such as | SO/ISEC 8632-1 [Information Technology — Computer
Graphics— Metafile for the Storage and Transfer of Picture Description Information (CGM)];

| SO/ISEC 10918 [Joint Photographic Experts Group (JPEG)]; WordPerfect 6.1 for Windows;
and Microsoft Word 7.0 for Windows. For non-eectronic records, the physica form of the
record: e.g., paper, video, etc.

Freeze — The suspension or extension of the digposition of temporary records that cannot be
destroyed on schedule because of specia circumstances, such as acourt order or an
investigation, that require a temporary extension of the approved retention period.

General Records Schedule (GRS) — A NARA-issued schedule governing the disposition of
specified records common to severa or al agencies.

Government Information L ocator Service (GILS) — A Federd Government service
designed to help the generad public locate and access information throughout the Federd
Government. The service describes available resources and provides assistance in obtaining the
information contained therein. GILS uses network technology and internationd standards for
information search and retrieval. These standards are described in the Federa Information
Processing Standard (FIPS) Publication 192, "Application Profile for the Government
Information Locator Service."

Hardware — A computer system's physica equipment, including the central processing unit
(CPU), control unit, memory, input/output devices, and storage devices.

Historical Records Policy Board — An organizetion in the Agency's Information
Management Program whose responsibilities are: (1) Oversee and direct the work of the
Agency Information and Records Management Pand with respect to information management,
the Classfication Management Review Group with respect to classification management, and
the Agency Release Pand with respect to information release policies, and (2) Resolve al issues
that cannot be resolved by the subordinate groups listed above, to include appeals of Agency
actions on requests made under the FOIA, PA, and E.O. 12958 and successor orders.

I nactive Records — Records that are no longer needed to conduct daily business.

“In conjunction with its operating environment” — All eectronic recordkegping systems
have an environment in which they operate that includes dl related hardware and software
system components. The operating environment of Agency AlS (currently, CWE) has system
security features that will be in addition to, and including ERK S-certified system and data
security feetures.
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I nfor mation — Facts or data communicated or received.

I nformation Management (IM) — Management of data, regardless of form or media.
Proper life-cycle management of the Agency's information and records in compliance with al
gpplicable laws and regulations.

Information Management Officer (IMO) — Anindividua responsible for ensuring thet
information management objectives are met. IMOs are directed to achieve economy and
efficiency in the crestion, maintenance, use, and disposition of records, including the need to
fulfill archiva requirements and ensure effective documentation of Agency mission, functions,
and activities. IMOs are aso responsible for the implementation of classification management
duties. (See Component IMO and Directorate IMO)

Information Management Plan (IM Plan) — The Information Management Plan describes
the controls and processes for management of information residing in an Agency AlS. AnIM
Panisrequired for ERKS certification. (See Appendix B, IM Plan Ouitline)

I nformation System — The organized collection, processing, transmission, and dissemination
of information in accordance with defined procedures, whether automated or manud.

Life Cycle of Records — An information management concept wherein records are deemed
to pass through three stages: creetion, maintenance and use, and disposition.

Local Area Network (LAN)— A system for linking together computers, terminds, printers,
and other equipment, usudly within the same office or building.

L ocation of Record — A pointer to the location of arecord, for example, an operating system
path and filename, the physical location of afile cabinet, or the physical location of amagnetic
tape rack.

L otus Notes — The Agency’ s current standard electronic mail system.

Mainframe Computer — A large, digital computer, normally able to process and store more
data than aminicomputer and far more than a microcomputer, designed to do so faster than a
minicomputer and much faster than a microcomputer, and often serving as the center of a
system with many users,

Media/M edium — The physica form of recorded information. Includes paper, film, disk,
magnetic tape, and other materials on which information can be recorded.

M etadata — Data describing stored data: thet is, data describing the structure, data e ements,
interrelationships, and other characteristics of eectronic records, including information regarding
their creation, disposition, access and handling controls, formats, content, and context, as well
asrelated audit trails. (See Appendix A, Agency Metadata Standard Summary)
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Migration — The process or result of moving data from one automated information system to
another.

National Security Classification Marking -- The highest classfication level (Top Secret,
Secret, or Confidentid) of information contained within adocument is printed or Samped in
bold letters at the top and bottom of the outside front cover (if thereis one), on thetitle page (if
there is one), on the first page, and on the outside back cover (if there is one). Each interior
pageistyped or samped at the top and bottom either according to the highest classification of
the contents of the page, including the designation Unclassified when appropriate, or according
to the overd| classfication of the document. The highest classification level marking is recorded
asthe overdl dasdfication of adocument in the metadata fidd “ Classfication Marking.”

N eed-To-K now— Determination made by an authorized holder of classified or sendtive
information that a prospective recipient requires access to such information in order to perform
alawful and authorized function.

Non-record Material — US Government—owned, library, and museum documentary
materials excluded from the legd definition of records or not meeting the requirements of that
definition. Includes extra copies of documents kept only for convenience of reference, stocks of
publications and processed documents, and library or museum materias intended solely for
reference or exhibition.

Office Applications — Software packages that perform avariety of office support functions,
such as word processing, desktop publishing, spreadsheet creation, dectronic mail, facamile
transmission and receipt, document imaging, optical character recognition (OCR), workflow,
and data management. These gpplications are generaly those used to generate, convert,
transmit, or receive busness documents.

Office of Record — An office responsible for the record copy of information. The office of
record is respongible for disposition, preservation, and retirement of record copies of Agency
records.

Originating Organization — Official name or code that reflects the office respongble for the
cregtion of a document.

Permanent Recor ds — Records gppraised by NARA as having sufficient historical or other
vaue to warrant continued preservation by the Federd Government beyond the time they are
needed for a particular agency's adminidtretive, legd, or fiscal purposes. Sometimes called
archival records.

Per sonal Papers — Documentary materids belonging to an individud that are not used to
conduct agency business. They are rdated soldly to an individua's own affairs or are used
exclusvey for that individud's convenience. They must be clearly designated as such and are
kept separate from the agency's records.
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Preservation — (1) The provison of adequate facilities to protect, care for, or maintain
records. (2) Specific measures, individua and collective, undertaken to maintain, repair,
restore, or protect records.

Program — A mission, function, or activity carried out by an organization.

Program Manager — Theindividud responsble for the control and administration of an
Agency program.

Receipt Data — Information in eectronic mail systems regarding date and time of receipt of a
message, and/or acknowledgment of receipt or access by the addressee(s). Such data does not
condtitute officid date and time of delivery to the agency. If thisdatais provided by the
computer system, it is required for documents that are received through eectronic mail.

Record — A record consigts of information, regardless of medium, detailing the transaction of
business. Recordsinclude al books, papers, maps, photographs, machine-readable materials,
and other documentary materials, regardiess of physical form or characteristics, made or
received by an agency of the US Government under Federa law or in connection with the
transaction of public business and preserved or appropriate for preservation by that agency or
its legitimate successor as evidence of the organization, functions, policies, decisions,
procedures, operations, or other activities of the US Government or because of the value of
dataiin the record.

Record Copy — The officid copy of arecord, so marked or recognized and complete with
enclosures or related papers. Normdly the record with the longest retention time.

Recor ds Custodians — Individuas respongble for the creetion, transmission, utilization,
maintenance, storage, digposition, and management of records located within their areas of
juridiction.

Record Identifier — A system-generated data dement that uniquely identifies a particular
record.

Record Material — See Record.

Record M etadata — Information (metadata) about a record that is used by an electronic
recordkeeping system (ERKYS) to file and retrieve the record. 1t includes information fields such
as To, From, Date, Subject, Document Type, Format, Location, Record Number, Verson
Number, File Tag, and Originating Organization. The data fields may aso be used by the
ERKS as search criteria. (See Appendix A, Agency Metadata Standard Summary)
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Record Series— File units or documents arranged in accordance with afiling system or
maintained as a unit because they relate to a particular subject or function, result from the same
activity, have aparticular form, or are characterized by some other relaionship arisng from their
creation, receipt, or use.

Recor dkeeping Requirements — Provisons of satutes, regulations, or agency directives
regarding those records that are to be created and maintained by an agency. Like other Federa
agencies, the CIA isrequired to create and maintain adequate and proper documentation of its
organization, functions, and activities.

Recor dkeeping System— A manua or automated system in which records are collected,
organized, and categorized to facilitate maintenance of their integrity, as well astheir
preservation, retrieva, use, and digposition.

Records — See Record.

Recor ds Center — The Agency’s Archives and Records Center, which is used for efficient
storage of records and which provides reference service to components regarding retired
records.

Records Control Schedule (RCS) — NARA-gpproved document providing legal authority for
the final disposition of Agency records, both temporary and permanent. Included are record
seriestitles, series descriptions, and disposition ingructions, including length of time records
should be retained in offices, when and if they are to be destroyed, and transfer instructions to
the AARC. Records Control Schedules provide for the systematic disposition of record and
nonrecord materia by permanent preservation, destruction within the office area, trandfer to
another component, transfer to the AARC for storage until disposa or eventud transfer to the
Nationa Archives, as appropriate.

Recor ds Creation — The firg stage of the records life cycle in which records are made (or
received) by an office.

Recor ds Disposition — See Disposition.
RecordsLife Cycle — SeeLife Cycle of Records.

Records Maintenance and Use — Any action involving the storage, retrieva, and handling of
records kept in offices by, or for, a Federa agency.

Recor ds M anagement — The planning, contralling, directing, organizing, and managing of
activitiesinvolving the life cydle of information, including creation, maintenance (use, orage,
and retrieval), and disposal, regardless of media. Records management procedures are used to
achieve adequate and proper documentation of Federa policies and transactions and effective
and economica management of Agency/organizationa operations.
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Records Management Program — A planned, coordinated set of policies, procedures, and
activities implemented in order to manage an agency's recorded information. Encompasses the
creation, maintenance and use, and disposition of records, regardless of media. Essentidl
activities indude issuing up-to-date program directives, properly training those respongble for
implementation, publicizing the program, and carefully evaluating the program to ensure
adequacy, effectiveness, and efficiency.

Repository — An organizational grouping of record materid regardiess of media (i.e., paper,
electronic, or specia media).

Repository for Electronic Records — A direct-access device on which the eectronic
records and associated metadata are stored.

Retention Period — The period of time for which arecord must be kept before it may be
legally destroyed. Records not authorized for destruction have a retention period designated as
“permanent.” The retention periods of temporary records may be expressed in two ways.

1. Fixed periods after records in the series or system are created. Normally, afixed
period after their regular cutoff. For example, the phrase “destroy when two years old”
provides continuing authority to destroy records in a given series two years after their
cregtion (normaly two years after their regular cutoff).

2. A fixed period after occurrence of a predictable event. Normally afixed period after
the systematic cutoff following that event. The wording in this case depends on the type
of event contemplated. Note the following examples:

?? “After completion” (as of a study, project, or audit).

?? “After sdeor trandfer” (as of persona or real property).

?7? “After publication” (as of monthly reports).

?? “After superseded” (as by an adminigrative directive).

?? “After revison or cancdlaion” (as of aform).

?? “After acceptance or rejection” (as of an application).
Routine Use — For records in a Privacy Act system of records, the disclosure of a record for
a purpose which is compatible with the purpose for which it was collected. Each routine use of

records contained in the system, including the categories of users and the purpose of such use,
must be published on the Federa Register upon establishment of revision of the system.

Scheduled Records — Records whose fina disposition has been approved by the National
Archives.

Scheduling — The process of developing a document that sets forth mandatory ingtructions for
dedling with records (and norrecord materials) no longer needed for current US Government
business. See Records Control Schedule (RCS).
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Sensitive Infor mation — Information subject to varying degrees of access control based on
its sengtivity. Sengtive information may be classified or undassified and may be derived from
private or proprietary information, as well asfrom operationa or other types of information.

Standard Form (SF) — A form prescribed by a Federa agency and approved by the Genera
Services Adminigtration for use throughout the US Government.

Subject — A principa topic addressed in arecord.

Supplemental Markings—Document markings used in addition to Nationa Security
Classfication marking to restrict access to a document. Metadata fiel ds used to record these
markingsinclude, but are not limited to, “ SCI Control Systems,” “Codewords,” “REL TO,”
“NonUS Classfication Markings,” “Nort Intelligence Community Security Markings, and
“Dissemination Controls.”

Temporary Records — Records approved by the National Archives and Records
Adminigration (NARA) for disposal (irrevocable deletion or destruction), either immediately or
after a specified retention period. Also known as disposable records or nonpermanent records.

Time Disposition — A disposition ingtruction that specifies when arecord must be cut off and
the fixed retention period applied. The retention period does not begin until after the records
have been cut off. Example: "Dedtroy after two years. Cut off a the end of the calendar (or
fiscal) year, hold for two years, then destroy.”

Time-Event Disposition — A digposition ingtruction that specifies that a record must be
disposed of in afixed period of time after the occurrence of a predictable or specified event.
Once the specified event has occurred, the retention period is applied. Example: "Destroy
three years after close of case” The record remains unscheduled until after the case is closed.
At that time, the record is cut off, and the retention period (“ destroy after three years’) is

applied.

Transfer — The act or process of moving records from one location to another, especidly
from office space to Agency storage facilities or Federal Record Centers, from one Federa
agency to another, or from office or storage space to the National Archives for permanent
preservation.

Transmission Data — Information in eectronic mail systems regarding the date and time that
messages were sent or forwarded by the author. If these data are provided by the eectronic
mail system, it is required for documents that are transmitted and received via eectronic mail.

Unscheduled Records — Series of records not found in records control schedules and whose
final digpogtion has not been approved by NARA.
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Version — One of asequence of documents having the same genera form and purpose, as
well as the same specific subject. The sequence often reflects successive changesto a
document.

Vital Records — Essentia Agency records that are needed to meet operationa responsbilities
under national security or other emergency or disaster conditions (emergency operating records)
or to protect the legd and financid rights of the US Government and those affected by US
Government activities (legd and financid rights records). Emergency operating records are
those vitd records essentiad to the continued functioning or reconditution of an organization
during and after an emergency. Included are emergency plans and directive(s), orders of
succession, delegeations of authority, staffing assgnments, salected program records needed to
continue the most critical Agency operations, and related policy or procedurd records that
assigt Agency staff in conducting operations under emergency conditions and in resuming norma
operations after an emergency. Legd and financid rights records (formerly know as
rights-and-interests records) are those vital records essentid to protecting the lega and financia
rights of the US Government and of those individuals directly affected by its activities.

Examples include accounts receivable records, and socid security, payrall , retirement , and
insurance records.

Wide Area Network (WAN) — A system for linking computers, terminals, printers, to other
equipment that islocated in extensvely separated offices or buildings.
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7. Appendixes

7.1 Appendix A: Agency Metadata Standard Summary

The following table contains an abbreviated summary of the Agency Metadata Standard. For
each dement, the following definitions for Mandatory, Optiond, and Conditiona are used:

?? Mandatory (M) - Required information for each record.
?? Optional (O) - Required if gpplicable based on business area need.

?? Conditiona (C) - If acertain condition exids, the information is mandetory; otherwise, it is
optiond (e.g., if the document is classified, then any gpplicable Dissemination Controls, SCI
Control Systems, and code words are mandatory for the record; if adocument is
unclassified, then these are not available and thus are not mandatory).

Please refer to the Agency Metadata Standard document for a complete description and
summary of the Agency Metadata Standard.
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Num Metadata Element Name Description and Example Mandatory/ M odi-
Optional/ fiable

Conditional Once
Saved?

GENERAL INFO

1 Title A principd topic addressed in a document, the title of a document, or the M No
subject line of amemo or E-mail. Does not include additiond information such
as document numbers or date of publication. (Example: (U) The Growing
Threet of Terroriam in the United States or (U) Chinese Ground Forces)

2. Keyword Keywords or words that describe the overdl content of the document or the C Yes
main topic of discusson. (Example T-80 or T-80 tank, armored vehicle)

3. Subject Category One or two terms or phrases that capture what the document asawholeis @) Yes
about. The terms are sdlected from a controlled vocabulary list that is tailored
to agiven system, database, or organization and are used to represent the
subject matter of documentsto aid in online searching. (Examples. Economics,
Poalitics; Nationd Security and Military)

4, Summary A short description or abstract of the subject matter conveyed by the O Yes
document.

UNCLASSFIED 65



Num Metadata Element Name

5. Country

6. Docid

RELEVANT DATES

7. Publication Date

8. Posted Date

UNCLASSFIED

Description and Example Mandatory/
Optional/

Conditional

The country code(s) for the country, countries, or geographica regonsthat are @)
referenced in the document.

The document identifier(s). This can aso be used for control numbers, such as C
TCSor SC numbers. (Examples. DI92-012 or wtp99-10002)

The date and time that the author and/or originator completed the development M
of and/or signed the document. For eectronic records, this date should be

established by the application used to create the document. For E-mail, the

date the message was sent shdl be used. (Examples Year and Month only:

199811; Date and Time (HH:MM) only: 19981115 19:20; Complete Date,

Time, and Time Zone Indicator: 19981115 22:15:06 Z)

The date and time that a document was filed or posted in the repository. M
Normally, this date and time will be assgned by the computer at the time the

record isfiled in the repository. (Examples: Year and Month only: 199811;

Date and Time (HH:MM) only: 19981115 19:20; Complete Date, Time, and

Time Zone Indicator: 19981115 22:15:06 Z)
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M odi-
fiable
Once

Saved?
Yes

No

No

No
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Num

10.

11.

12.

M etadata Element Name

Cutoff Date

Expiration Date

Date and Time Metadata Last
Modified

Metadata Last Modified By

UNCLASSFIED

Description and Example

The cutoff date and time for information in adocument or product. The DoD
commonly refers to this date as Information Cut Off Date (ICOD). Also
referred to as Date of Information and Date of Acquisition. (Examples Year
and Month only: 199811; Date and Time (HH:MM) only: 19981115 19:20;
Complete Date, Time, and Time Zone Indicator: 19981115 22:15:06 Z)

The date and time that the document or information expires or is no longer
vaid. (Examples. Year and Month only: 199811; Date and Time (HH:MM)
only: 19981115 19:20; Complete Date, Time, and Time Zone Indicator:
19981115 22:15:06 Z)

The date and time of the metadata change. This date and time will normdly be
assigned by the computer at the time the record is filed in the repository.
(Examples: Y ear and Month only: 199811; Date and Time (HH:MM) only:
19981115 19:20; Complete Date, Time, and Time Zone Indicator: 19981115
22:15:06 Z2)

Unique identifier of person who made changes to the metadata. This vaue will
normally be assigned by the computer at the time the record isfiled in the
repository. (Example: 1234567, user’s AIN)
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Mandatory/ M odi-
Optional/ fiable
Conditional Once

Saved?
C No
@) No
M No
M No
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Num Metadata Element Name Description and Example Mandatory/ M odi-
Optional/ fiable

Conditional Once
Saved?

AUTHOR INFO

13.1. Originating Organization Officia name or codes that reflect the agency and subordinate component or M No
organization respongble for the creation of adocument. (Example:
CIA/DA/OIM/RCMG; DCI/ISMC (Intelink Service Management Center);
PUBLIC; DoD/JCS)

13.2. Originator The author of adocument is the person or the office and/or position responsible M No
for the creation or issuance of the document. The author is usudly indicated by
the letterhead and/or signature. For records purposes, the author and/or
originator may be represented by a persond name, officid title, office symboal,
or code. (APL.1.7%. Author or Originator.) For E-mail, name and address of
sender.

13.3. Originator Job Title Officid job title or role of the Author or Originator. (Examples. Chief Records C No
and Classification Management Group; Chair, IPB Metadata Subcommittee)

1 DoD 5015.2 definition reference.
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Num Metadata Element Name Description and Example Mandatory/
Optional/
Conditional
AUDIENCE
14.1. Addressee(s) The name of the organization or individua to whom the document is addressed. M No
This dso includes the names and addresses of copies (CCs) and blind copies
(BCCs). For E-mail, name and address of al addresses(s).
14.2. Addressee Organization Addressee officid names or codes that reflect the organizationd designation of C No
each addressee (Directorate/Office/Group/Division) receiving the document.
(Example: DA)
14.3. Addressee Officid Job Title  Officid job title or role of addressee receiving the document. (Examples. Chief C No
Records and Classification Management Group; Chair, IPB Metadata
Subcommittee)
RECORD
CHARACTERISTICS
15. Media Type The materid and/or environment on which information isinscribed. (Example: M No
Paper)
16. Format The format should specify enough detail so asto ensure readability, M No

retrievability, and preservation. It isespecialy important for eectronic records
to specify the computer application that created the datafile. The size, physica
form, or compression dgorithm are gppropriate entries for this fidd.
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Num Metadata Element Name Description and Example Mandatory/ M odi-
Optional/ fiable

Conditional Once

Saved?
17.  Vita Record Indicator A flag to indicate whether the record is the current version of an Agency vitd M No
record. (Example: N)
18. Privacy Act Indicator A flag to indicate whether the record contains Privacy Act information. M No
(Example: N)
19. Copyright A flag to indicate that arecord is under copyright protection. (Example: Y) M No

CLASSIFICATION/
CONTROL MARKINGS

20.1. Classfication Marking Security marking of the record that denotes the overall classification of the M No
document. (Examples: UNCLASSIFIED or CONFIDENTIAL)

20.2. Derived From Specific dassfication citation found in the CIA Nationa Security Classification C No
Guide or thetitle of the source document for derivetive classfication. For
origind dasdfication, Sate that thisis an Origind Classficaion Action.
(Example: COV 1-82)

20.3. Classfication Reason Code Specific reason for the classfication of the record listed in EO 12958 section C No
1.5(a-g). (Example 1.5(c))

20.4. Classfied By Vdid ID of classfier of document. (Example: 9999999, user’s AIN) C No
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Num Metadata Element Name Description and Example Mandatory/ M odi-
Optional/ fiable

Conditional Once
Saved?

20.5. SCI Control Systems Digraphvtrigraph used to identify an SCI control system applicable to the C No
document. An SCI Control System is a specid-access program of standard
procedural protective mechanisms used to regulate or guide each program
established by the Director of Centrd Intelligence as Sengitive Compartmented
Information (SCI). An SCI Control System provides the ability to exercise
restraint, direction, or influence over; or to provide that degree of access
control or physical protection necessary to regulate, handle, or manage securdly
information or items within an approved program. (Examples: TK; Sl)

20.6. Codewords Any of aseries of desgnated words or terms used with a security classification C No
to indicate that the materia classified was derived as a subset of an SCl
Control System, compartment in an SCI Control System, or subcompartment
inan SCI Control System.

20.7. RELTO The country trigraph abbreviation or any registered codlition/internationd C No
organization identifier specified in agiven “ Authorized for Rdeaseto...” line.
20.8. Non-USClassfication Markings to indicate information, the source of information, or both, thet are to C No
Markings be held in confidence.
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Num Metadata Element Name Description and Example Mandatory/ M odi-
Optional/ fiable

Conditional Once
Saved?

20.9. Dedlassfy On This dement indicates when the dassified materia will be declassified and may C No
contain one of severd different types of vaues

(1) Date item becomes declassified. (Example: 20090202)
(2) Tenyear automatic declassfication exemption marking. (Example: X1)

(3) Event after occurrence of which item becomes declassified. (Example:
End of Gulf War)

(4) Originating Agency’s Determination Required (OADR) and cregtion date
(obsolete unless the source document is marked OADR). (Examples:
OADR 19940529; ‘ Source marked OADR, date of source 19891020);

(5) 25-year automatic declassification exemption marking. (Example: 25X(1))

21. NorHnteligence Community  Markings used by the US Government on documents and other media that C No
Security Markings contain national security information and are produced outsde the Intelligence
Community to indicate specid handling caveets and to redtrict dissemination.
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Num Metadata Element Name Description and Example Mandatory/ M odi-
Optional/ fiable

Conditional Once
Saved?

22. Dissemination Controls Specific terms to denote dissemination control of the record based on DCID C No
1/7 and the Community Management Staff (CMS) Regigter or other Federd
agency—agpproved unique dissemination controls.

RECORD FILING and
DISPOSITION
INFORMATION

23.1. FileTay- Numbers or symbols used to represent lengthy file categories or titles. Thefile C No
tag identifies information for filing, reference, and digposition. Thefiletag
consgsof aFile Titlethat is preceded by two or three levels of file tag codes.
A hyphenisused to separate filetag Level 1 and Levd 2; aspaceis used to
separatefiletag Level 2 and Levd 3; and a spaceis used to separate file tag
Leved 3and the FileTitle. Inthe example, Leve 1is“PR”; Leve 2is
“PRGRM”; Level 31s“4310”; and the File Titleis “Higher Education
Program.” (Example PR-PRGRM 4310 Higher Education Program)

23.2. Location of Record A description of the location of arecord. Examples: the operating system path M No
and filename; the URL,; the location of afile cabinet; or the location of a
magnetic tape rack. (Example: DA/OIM/PROJECTS/metadata.doc)

2 The metadata element “ File Tag” is mapped (i.e., joined) to the Agency File Plan that will contain the appropriate disposition information.
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M etadata Element Name Description and Example Mandatory/ M odi-
Optional/ fiable

Conditional Once
Saved?

24, Office of Record Name of CIA component (office/divison/staff/center) that is respongble for M No
officia record custody of the specific copy of the record (office of record, dso
known as Office of Primary Interest). (Example: OIM)

25. Hold Status Identifies the type of hold placed on adocument. (Example: Legd) M No
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7.2 Appendix B: IM Plan Outline

Summary

The Information Management Plan describes the controls and processes for management of
information residing in an Agercy AlS. The Plan addresses the implementation of the electronic
recordkeeping requirements defined in Electronic Recordkeeping System (ERKS) Requirements
for Information Management System Certification and incorporated into the System
Requirements Documert (SRD). The Plan is necessary for ERKSS certification. It will aso be used
by Agency information managers and Nationa Archives and Records Adminigration anayss to
identify maintenance, preservation, and diposition issues.

All systems must have an Information Management Plan smilar in objective to the " Security Plan,”
to ensure information management issues are addressed before a system becomes operationd.

Guidance

The purpose of the Information Management Plan is to document the creation, maintenance and
use, and digpogition of information inthe AlS. The Plan should include:

?? A brief functiond and technicd description of the AIS.

?7? The procedures and processes for management of the information throughout the records
life cycle (i.e., creation, maintenance and use, and digposition).

?7? ldentification of the responghbilities of anyone who has an impact on the management of
information in the sysem.

?7? A description of the training required to ensure everyone using the system understands
their respongibilities rdaing to information management.

Not dl information requested in this outline is gpplicable to dl systems. The information provided
should correspond to the ERK'S functiona requirements incorporated into the system design. Each
plan will require some customization. Consult your component IMO or Information Management
Services Divison/Records & Classification Management Group/Information Management
Services/Chief Information Officer for assstance in developing the Plan.

Much of the information required to complete the Plan may be available in other documents relating
to the development of the sysem. Summarized information should be included with other
documents cross-referenced or attached if more detailed information is required.
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IM Plan Outline

Prepared by AAAAAAA

Office

Date
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?7?

?7?

?7?

?7?

?7?

?7?

?7?

?7?

?7?

?7?

?7?

?7?

?7?

?7?
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Scope

Describe how the AlS rdates to and supports the mission and function of your office or
business area.

Identify any records contained in the AIS. The appropriate Records Control Schedules and
Item Numbers should be cited in “ Referenced Documents.”

Explain system procedures used to manage the records.

Destribe al phases of the system, if applicable, including the planned initid operating cgpability
(10C) of each phase.

Referenced Documents

Ligt al documents referenced in the Information Management Plan, e.g., Agency Records
Control Schedule(s) and/or the Generd Records Schedule issued by the Archivist of the United
States; Agency Headquarters Regulations, and/or Agency Handbooks. Include the title of the
document, the date of issue, and document number.

System Description

System name, acronym (if any), and project number of the system. Identify system(s) being
replaced, if appropriate.

Provide generd information on the AIS.

Describe the purpose of the system and how it relates to the business activities of your
component.

| dentify issues necessary to establish aframe of reference for areas addressed in more detall
later in this document.

Include diagrams, graphs, and flow chartsto provide avisua system overview, represent the
process, identify subsystems, and represent rel ationships between subsystems.

Identify types of information, subject matter, and time periods covered.

Identify sources of information entered into the system, e.g., forms, hardcopy documents,
€lectronic documents, etc.

Identify information converted from an existing system (manua or eectronic).

Identify other Agency and/or Intelligence Community business areas that will contribute
information to the system.
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?7? ldentify outputs generated by the system and their distribution.

?? |dentify shared databases.

?? |dentify interfacing systems.

?? Project the volume of information to be entered into the system and estimated annua growth.

4. RecordsLifeCycle

4.1 RecordsCreation

?7?

?7?

?7?

?7?

?7?

?7?

?7?

Determine whether or not record copy information will be maintained on the system or
exig in the form of reports or other output. If possible, include a diagram to display this
information.

Identify groups that will have authority to create and collect information on the system.
Describe the value of the information.

Determine what information congtitutes a record (data €l ements, entities, etc.).
Describe the metadata kept on each record.

Describe use of any file codes or how records are segregated according to itemsin the
RCS.

Describe how nationa security information classification will be gpplied.
?? System+-high dassfication.
?? Record-leve dassfication.
?? Classfication of screens.
?? Classfication of output.
?? Derivativesfor classfication decisons,

?? Dissemination controls or codewords.
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?7?

?7?

?7?

?7?

?7?

?7?
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Identify legal condderations, such as:

?? Privacy Act requirements. All Privacy Act systems of records must be
published in the Federal Register. Consult your component IMO for guidance
on whether your AIS will condtitute a new Privacy Act system of records, or a
subsystem of an dready- published Privacy Act system of records.

?? Processing of requedts for information under the Freedom of Informetion Act,
Privacy Act, or Executive Order 12958.

?? Digitd vs. pen and ink (wet) Sgnatures.
?? Pending investigations or litigation.
?? Copyright issues.

Describe how the system identifies eectronic record information and retains or destroys
that data according to prescribed guiddines, such as Agency Records Control
Schedule(s) and/or the Generd Records Schedule.

Identify types of records maintained in or used by the system, e.g., transaction records,
master files, archive records, data warehouses, audit trails, etc., and their retention
periods.

Describe how document information is captured.
Describe how vitd records are identified.

Identify ectronic forms or transactions generated by the system and determine whether
or not they are authorized and approved versons.

M aintenance and Use of Records

?7?

Describe adminigtrative and system procedures that provide for ssgmentation of
records structures (e.g., administrative, policy, budget, operationd, €tc.).

4.2.1 Hling and Retrieving Electronic Records

?7? Describe how records are indexed in the system.
?? Describe how records arefiled in the system.
?? Describe how records are retrieved from the system.

?? Identify groups with authority/access to retrieve records from the system.
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Describe format of retrieved information.

Outline procedures for maintaining and accommodeating long-term temporary
and permanent records.

Outline procedures for processing and protecting vita records.
[dentify type(s) of media used.
Outline maintenance and storage procedures.

Outline procedures for processing and protecting records that have become
exempt from destruction, such asitems on the Office of Genera Counsdl
Retention Ligt.

Describe how declassfication activities are handled for records maintained
eectronicdly.

4.2.2 Security and Access Controls

?7?

?7?

?7?

?7?

?7?

?7?

Describe how the system prevents unauthorized access.

Describe how the system controls access to records to meet the business
needs of work groups.

Describe how the system prevents unauthorized or accidental modifications
to, or deletions of, arecord.

Describe how the system ensures againgt such problems as power
interruptions.

Describe how the system identifies an authorized person and what makes him
or her "authorized."

Identify the categories of system users and the access privileges for each
category.
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4.2.3 Backup Procedures
?7? Describe procedures for running system backups.
?? Identify time table for running system backups.
?7? ldentify location for storage of system backup tapes, disks, etc.

?? Indicate retention period of backup tapes, disks, etc. Include appropriate
RCS or GRS citation.

4.2.4 Migrdion

?7? Describe migration plans and procedures that preserve the integrity and
evidentiary vaue of the records.

?? Describe how the system will retain the ability to find, retrieve, and reed
record information for the life of the record, including when mediais changed
or upgrades are made.

425 Audt

?? Describe procedures for auditing records created, used, and deleted or
migrated.

?7? ldentify reports needed for audit purposes.

Records Disposition

The third phase of the "records life cycle" is the disposition of information as determined by policy
established during the records cresation phase and by an approved Agency Records Control
Schedule(s) and/or the General Records Control Schedule. Address the following topicsin this
section of the Information Management Plan:

4.3.1 Desruction

?7? Describe procedures that ensure only information scheduled for dispostionis
destroyed or deleted by authorized individuas.

?7? Describe procedures that ensure information responsive to pending legd and
investigative activitiesis not destroyed or deleted, such as information on the
OGC Retention Ligt or information responsive to an ongoing Equa
Employment Opportunity case, Inspector Generd investigation, or
Congressond inquiry.
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?7? Describe procedures for the cutoff, storage, deletion, and destruction of
electronic data.

?? Describe procedures that alow for deletion of segregated records according
to the appropriate Agency Records Control Schedule.

?? Identify the method for destruction of media (e.g., overwrite, degaussing,
burning, pulverizing, shredding, etc.).

?7? ldentify reports needed for digposition implementation or documentation.
432 Trander

?7? Describe procedures for managing records that require eventua transfer to
the AARC, another Federa agency, or NARA.

4.3.3 Presarvation

?7? Describe procedures for storing and preserving eectronic records and the
media they resde on.

5. Responsibilities
?7? Identify anyone with responsbilities for the management of information in the system and
indicate precisdy what those respongibilities entail, including who has responsibility for
maintaining the system, who the system owner is, who writes and updates the IM Plan, and who
ensures that proper records practices are followed.
?? |dentify roles of the following:
?? Records custodian.
?? Program/System adminigrators.
?7? Component Information Management Officer.
?? Sysem users.

?? Others.
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6. Training

?7? Describe the type of training required to ensure that anyone using the system will understand his
or her respongibilities as they relate to the creation, maintenance and use, and disposition of the
system’ s eectronic records. For example, if aPrivacy Act system of records, describe what
training is provided to ensure that users understand requirements and restrictions of the Privacy
Act

7. Glossary
?? Define any terms used in the Plan that are not widdy known.

?? Providealist of acronyms used.
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7.3 Appendix C: ERKS Certification Requirements Verification and Traceability
Matrix Format
Requirements Verification And Traceability Matrix

Overview. Thisdocument provides traceability of requirements to their immediate source and
traceshility of verification plansto the specification criteria If this datais managed within a
relationd database, a search can illustrate al parent-child relationships to help ensure
completeness of the flowdown of al system requirements and the verification process. The
contents of the following sections may be copied from the CATDB Inventory Form and from
the Information Management Plan as gppropriate.

[PROJECT TITLE] ERK S Certification Requirements Verification
and Traceability Matrix

SECTION 1 — Identification

Identify the preparing office stitle; contract desgnation/type; system name; security classfication;
and the US Government activity respongble for the project.

SECTION 2 — Applicable Documents
Lig dl of the documents referenced, with revison letters.

SECTION 3 — Descriptive Material

Include descriptive materials, sketches, drawings, photographs, tables, forms, graphs,
worksheets, and charts to clarify or explain méttersin the text.

SECTION 4 — Contents

See matrix and footnotes at the end of this gppendix to determine the format and contents of the
metrix.

SECTION 5— Notes
Provide any generd information that aids in understanding this document.

SECTION 6 — Appendixes

Provide in gppendixes any supplementa information. Appendixes may be bound as separate
documents for ease in handling, or provided by dectronic links.
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ERKS#}

DoD 5015.2
#2

Functional
Spec #°

Requirement Summary*

Compliant  |Auditor 8|Comments®
Procedure#° (Y/N/NR)’

41

Therequirementsin thissection are Mandatory for all ERKS.

411

Record Integrity

4111

c211

Record Integrity. ERKS shall capture and retain the original integrity of the
record, regardless of mediaor format. (For example, paper records that are
processed by Optical Character Recognition (OCR) into full text for search and
retrieval shall ensure the error correction process provides 98% accuracy.)

4112

C2223
C224.2

Preservation of Records. ERK S shall prevent changes to information that has
been designated as arecord. The content, context, and/or format of the record,
oncefiled, shall be preserved.

4113

Agency Record. Only if both record and non-record material is stored, shall
ERK S provide the capability to indicate when an electronic document is an
Agency record.

4114

C2243

Posted Date. ERK S shall automatically date arecord when it is saved and shall
preserve the date as the metadata value for posted date. This date shall remain
constant, without being changed or edited when accessed, read, copied, or
transferred.

4115

C22215

RecordsLinkage. ERKS shall provide the capahility to link supporting and
related records and related information such as notes, marginalia, attachments,
electronic mail return receipts, and all metadata, to the record.

4116

C22217

Preserve Native Format. ERKS shall manage and preserve any record
regardless of itsformat or structure so that it can be copied or viewed in the
same likeness asthe original.
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ERK S#DoD 5015.2 [Functional |Requirement Summary* Verification |T/A/I/D° |Compliant |Auditor ®|Comments’
# Spec #° Procedure#° (Y/N/NR)’

412 Access Restrictions

4121 121 Restricting Accessto Actions. ERKS, in conjunction with its operating
environment, shall have the capability to restrict auser’s access to records and

groups of records by assigning selective rights to perform the following

actions: 1. View; 2. Create; 3. Copy; 4. Delete; 5. Move; 6. Edit (Metadata Only).

413 Audit

4131 Cc22111 Audit Utilities. ERKS system level audit utilities shall provide an account of
records capture, maintenance, retrieval, and preservation activitiesto ensure
the reliability and authenticity of arecord.

4132 C2211.3 Storage of Audit Data. ERK S shall provide the capability to store audit data as
arecord or transfer the data to another system whereit will be stored as a
record.

4133 Retention of Audit Records. Audit records shall be retained until authorized

for disposition according to the appropriate Records Control Schedule and/or
General Records Schedule.

4134 Audit Selected Actions. ERK S shall provide arecord level audit capability to
log actions performed on each record. These actionsinclude view, create,
copy, delete, move, and edit.

4135 Specifying Selected Audit Actions. ERK S shall provide a capability whereby
the component IMO (or designee) can specify which of the above actions are
audited.
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ERK S#DoD 5015.2 [Functional |Requirement Summary* Verification |T/A/I/D° |Compliant |Auditor ®|Comments’
# Spec #° Procedure#° (Y/N/NR)’
4136 Audit Query Functions. ERKS, in conjunction with its operating environment,
shall provide a query function whereby an organization can set up specialized
reports to determine what level of access auser has, what records each user
accessed, and what operations were performed on those records.
414 National Security Classification
4141 C4.1.18 Classification Format. ERKS shall display and print classification markings
and dissemination controlsin the format specified by the Intelligence
Community (IC) Classification and Control Markings Register and the CIA
National Security Classification Guide.
4143 C4.119 Individual Access. ERKS, in conjunction with its operating environment, shall
ensure that access to classified records is based on the individual’ s access
criteriaand not on agroup’ s access criteria.
415 Disposition
4151 Recor ds Schedule/Destruction
41511 |C2251 Tracking Disposition Schedule of Records. ERK S shall provide the capability
to automatically track the disposition schedules of records.
41512 |C2252 Scheduling Capabilities. ERKS shall be capable of scheduling each of the

following three types of disposition instructions: 1. Time Dispositions, where
records are eligible for disposition immediately after the expiration of afixed
period of time; 2. Event Dispositions, where records are eligible for disposition
immediately after a specified event takes place; and 3. Time-Event Dispositions,
where the retention periods of records are triggered after a specified event
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Verification
Procedure#®

T/AND®

Compliant
(Y/N/NR)’

Auditor 8|Comments®

takes place.

41513

C2253

Cut-off Instructions. ERKS shall be capable of implementing the applicable
cutoff instructions for scheduled records.

41514

C22.65

Record Reactivation. ERK S shall identify records that have been exempted
from destruction and provide the component IMO (or designee) with the
capability to reactivate or change their assigned dispositions.

41515

No Destruction of Unscheduled Records. ERKS shall not allow unscheduled
records to be destroyed by any user, regardless of access or user role, until
that record has been assigned a proper disposition and schedul ed.

41516

C2291

Display Recordsfor Destruction. ERKS shall identify and display records that
are eligiblefor destruction based on disposition instructions identified by the
appropriate Records Control Schedule and 1tem Number.

41517

C2292

Confirmation of Delete Command. ERKS shall, for records approved for
destruction and for records that have been transferred, present a second
confirmation requiring the component IMO (or designee) to confirm the delete
command, before the destruction operation is executed on the records and
metadata.

41518

C2293

Permanent Record Deletion. ERK S shall delete records and metadata that are
stored in its repository and have been approved for destruction in such a
manner that the records cannot be physically reconstructed.
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41519 |C2294 Restricted Execution of Destruction Commands. The system shall alow only
the component IMO (or designee) to select records for destruction and shall
restrict execution of the records destruction commands to only the component
IMO (or designee).

415110 RecordsEligiblefor Destruction. The system shall allow only the component
IMO (or designee) the capability to indicate or flag records eligible for
destruction but not approved for destruction. Records flagged for destruction
are to bereviewed at a specified date that is not to exceed one year.

42 Conditional Requirements

421 Therequirementsin thissection are Mandatory for ERK Sthat manage Vital
Records.

4211 C22212 Records Designation. ERKS shall provide the capability to designate a record
asavital record.

4212 C22213 Vital Records Copy. ERKS shall provide the capability to copy vital records
and archive or cycle the latest copy to an off-site storage location.

4213 C22214 Reversethe Designation. ERKS shall provide only the component IMO (or
designee) the capability to reverse the designation of avital record, once the
designation has become obsol ete.

4214 Vital Records Safety. ERKS procedures shall ensure that vital records are

refreshed or updated on aregular basis; that vital records are deposited in a
safe, separate records repository; and that equipment and facilities to access
and read vital records are available in the event of an emergency.
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422

Therequirementsin thissection are Mandatory for ERK Sthat manage
record objectsthat require Metadata for description and retrieval.

4221

Signature Standards. ERK S that require strong, non-reputabl e authentication
of theidentity of the originator or approver(s) of information shall meet digital
signature standards, as established by the Information Policy Board (1PB).

4222

C2225

Agency Metadata Standard. ERK S shall, for each record, capture or provide
the user with the capability to assign, as appropriate, the Agency Metadata
Standard elements when the record isfiled.

4223

C2226

Edit Metadata. Except for data captured electronically, ERKS shall provide the
originator with the capability to edit sdected metadata prior to filing the record.

4224

C2227

New-User Defined Elements. ERKS shall provide the capability for only
system administrators to add new user-defined metadata el ements to meet
customers’ business needs.

4225

C2228

View, Save, and Print Information. ERKS shall provide the capability to view,
save, and/or print the record metadata information identified in the Agency
Metadata Standard.

4226

C22218

Publication Date. ERK S shall automatically capture the document creation
date from the application used to create the document when it is saved as a
record and shall preserve the date as the metadata value for publication date.
This date shall remain constant, without being changed when accessed, read,
copied, and/or transferred.

4227

C3216

Error Checking. ERKS shall conduct logic checks and assist with error
checking for required metadata elements as defined in the Agency Metadata
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Standard.

4228

C22220

Modify Metadata Values. ERKS shall provide the capability for only
authorized users to modify the metadata values of stored records that have

been specified as ‘ non-modifiable’ in the Agency Metadata Standard.

4229

411

Mandatory Metadata Fieldsfor Classified Records. ERKS shall provide a
capability by which auser must provide the-Agency Standard Metadata for
National Security Classified records when filing arecord.

42210

421

Classifying M etadata Fields. ERKS shall provide a capability whereby
selected metadata fields may be classified. Authorized users shall have the
ability to specify which metadata fields require classification for agiven
organization.

423

Therequirementsin thissection are Mandatory for ERK Sthat usefiletags
and afile plan to organize document-based record objects.

4231

File Plan. The Agency File Plan will be used by ERK S to select and assign file
tag(s) to record(s).

4232

c2221

File Tags. ERKS shall provide userswith the capability to select and assign a
file tag(s) to arecord(s).

4233

C2229

Valid File Tags. ERKS shall present valid file tagsto the user for selection
beforefiling.

4234

C22210

MultipleFile Tags. ERKS shall provide the capability for more than onefile
tag to be assigned to arecord.
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4235

C2212

Edit Disposition Codes. ERK S shall provide the capability for only the
component IMO (or designee) to create, add, edit, and del ete disposition
instructions and their associated disposition codes. Each disposition code
shall be linked to its associated disposition instruction.

4236

C3112

File Tag Selection. ERKS shall provide methods to assist the user in the
selection of the file tag to be assigned to arecord, such as priority ordered
lists, directed searches, file title descriptions, and index terms.

4237

C22.64

File Alterations. ERKS shall prevent anyone other than the component IMO
(or designee) from making any additions or other alterationsto filesthat have
reached the cutoff date.

4238

C2229

Limit Value Set of File Tags. ERKS shall provide only the component IMO (or
designee) the capability to limit the available value set of file tags based on a
user or work group responsibility.

4239

C22211

Change File Tag Assignment. ERK S shall provide the capability for only the
component IMO (or designee) to change afile tag assigned to afiled record.

42310

C2213

Assigning Data. ERKS shall provide the component IMO (or designee) the
capability to assign the following data when generating and maintaining the file
plan: File Tag Name; File Tag Code; File Tag Description; File Folder Title;
Disposition Authority; Vital Record Indicator; Privacy Act Indicator;
Disposition Instruction Name; Disposition Instruction Code; and, Disposition
Instruction Type.

424

The Requirementsin this section are Mandatory for ERK Sthat manage
document-based record objectsand providerecord activity audit capability.
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4241

C22114

Report Writing Capabilities. ERKS shall provide record management audit
report writing capabilities, including, but not limited to, the following: 1. Total
number of records; 2. Number of records by file tag; 3. Number of accesses by
filetag; 4. Number of classified records; and 5. Othersto beidentified.

4242

C22115

Record Audit Logs. ERKS shall log the following audit information for each
record delete operation: 1. Record identifier; 2. Filetag; 3. File Folder Title, 4.
User account identifier; 5. Date/time; 6. Authorizing individual identifier (if

different from user account identifier); and 7. Disposition information to include
disposition date.

4243

C3218

Access Audit Logs. ERKSshall log the following audit information for each
access. 1. Recordidentifier; 2. Filetag; 3. File Folder Title; and, 4. User account|
identifier.

4244

Create/Generate Audit Reports. ERK S shall allow only the component IMO
(or designee) the capability to create/generate records management audit
reports.

4245

C22116

Enable/Disable Audit Functions. ERKS shall allow only the System
Administrator (or designees) the capahility to enable/disable the audit
functions and to back up and remove audit files from the system.

4246

C22112

Transfer/Destruction Record Activities. ERKS audit utilities shall provide a
record of transfer and destruction activities to facilitate reconstruction, review,
and examination of the events surrounding or leading to mishandling of
records, possible compromise of sensitive information, or denial of service.

425

The Requirementsin this section are Mandatory for ERK Sthat manage

ver sions of document-based recor d objects, asin document management and
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4251 C323 Record Versions. ERK S shall provide the capability to store version(s) of a
record(s). These shall be associated and linked.
4252 C324 Multiple Versions. When the user selects arecord for retrieval, ERKS shall
check for other versions of the record and inform the user that other versions
exist. The system shall allow the user the flexibility to retrieve any version.
4253 C22216 Version Linkage. ERKS shall provide the capability to link original,
superseded records to their successor records.
4254 Workflow Records. For transactional data, which allows for modification as
part of aworkflow process, ERKS shall identify the editable data elements and
maintain a history of changesto those fields (e.g., date, time, modified by.)
426 The Requirementsin this section are Mandatory for ERK Sthat manage
document-based record objectsthat are subject to automatic declassification
provisionsof E.O. 12958.
426.1 411 E.O. 12958 Mandatory M etadata Fieldsfor Classified Records. ERKS shall
provide a capability by which a user must provide the following metadata when
filing arecord subject to the automatic declassification provisions of E0.12958,
42611 |C4111 Initial Classification. Confidential; Secret; Top Secret; Other; or No Markings.
42612 |C4112 Current Classification. Confidential; Secret; Top Secret; Other; or No

Markings.
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42613 Dissemination Control Markings. For Official Use Only (FOUO);
Administrative Internal Use Only (A1OU); or CIA Internal Use Only (CIA-IUO).

42614 |CAll4 Classified By (CL BY).

42615 |C4.113 Classification Reason(s) (CL REASON).

42616 |C4.116 Declassify On (DECL ON): Date or Event, or Both; or Exemption Category.

42617 |CA115 Derived From (DRV FRM).

42618 |C41L17 Classifying Agency.

426.2 Other Classification. ERKS shall require that the user select at least one
classification from apre-popul ated list when “ Other” is selected asthe “ Initial
Classification” or “ Current Classification”.

426.3 Other Classification Values. ERKS shall require that the “ Other” field allow
for all Intelligence Community (1C) markings, Special Access Program (SAP)
markings, and Agency-unique codeword and compartment markings specified
inthe IC Classification and Control Markings Register, when the system
generates or receives such information.

4264 NATO and Foreign Government Information. ERKS shall providethe
capability for the System Administrator to create and maintain multi-level lists
for NATO and Foreign Government markings that will be used to popul ate
“Initial Classification” and “Current Classification” fieldsif “Other” is selected.

4265 c412 Initial and Current Classification. ERKS shall populate the “ Current

Classification” field with the “Initial Classification” datawhen the “Initial

Claccificatinn” ic firct antarad
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Classification” isfirst entered.

42.6.6

C4.1.30

Current Classification. ERKS shall provide a capability by which auser can
edit the “Current Classification” field prior to filing.

426.7

414

Originally Classified Records. ERKS shall require that when the “Derived
From” field is not completed, the “ Classified By” and “ Reasons(s) for
Classification” fields must be completed.

4268

CA15

Derivatively Classified Records. When the “Derived From” field is populated,
ERK S shall provide the option of capturing multiple “ Reason(s) for
Classification.”

42.6.9

CAl6

Derivative Sources. ERK S shall provide the capability to enter multiple
sources in the “Reason(s) for Classification” and “ Derived From” fields.

4.2.6.10

Ca.l7

Declassify on Event. When “Event” is selected in the “ Declassify On” field,
ERK S shall prompt the user to enter text that describes the declassification
event.

42611

418

Declassify on Time Frame. When adateisinserted in the “Declassify On”
field, ERKS shall verify that the date is no more than the mandated period of
time from the Document Publication Date. If that time frame has been exceeded,
an alert will be presented to the user. This mandatory period is currently 10
years, according to Executive Order 12958,

42612

C4.19

Maintaining the Declassify on Time Frame. ERKS shall provide the capability
for the System Administrator to establish and maintain the period of time used
to verify the “Declassify On” field, to make the retention period more

rectrictive _or to accommandate channes tn the mandatoryv retention nerind
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restrictive, or to accommodate changes to the mandatory retention period.

426.13

C4.1.10

Classification Guides. ERKS should provide the capability for the System
Administrator to establish an automatically triggered classification guide
database. When adesignated classification guide ruleis selected from this
guide for the “Derived From” field, the following fields are automatically
populated: Classified By; Reason(s) for Classification; Initial Classification;
and Declassify On.

42614

Limiting Screensand Data Fields. ERKS shall provide the capability for the
System Administrator to limit the classification metadata screens and data
fields available to users and work groups.

426.15

C4.118,
C4.119

Downgrade On. ERK S shall provide a capability by which auser may complete
the following “downgrade on” metadata fields: Date or Event, or Both; and
Instructions.

4.26.16

4111

Confirming Accuracy Prior to Filing. ERKS shall provide the capability to
confirm the accuracy of the following metadataitems prior to filing: Initial
Classification; Current Classification; Classified By; Reason(s) for
Classification; Derived From; Classifying Agency; Downgrade On; and
Declassify On.

426.17

C4.112

Editing Records. ERK S shall allow only authorized usersto edit the following
metadata items after arecord has been filed: Initial Classification; Current
Classification; Classified By; Reason(s) for Classification; Derived From;
Classifying Agency; Downgrade On; and Declassify On.
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42618 [C4113 Restricted Data and Formerly Restricted Data. ERKS shall not allow the
following metadata items for records containing Restricted Data or Formerly
Restricted Data: Downgrade On; and Declassify On.

42619 |C41.110to Re-Grading and Declassifying M etadata Fields. ERKS shall provide the

C4.1118 capability for an authorized user to add the following metadata information to
records that have already been filed: Reviewed On; Reviewed By; Downgraded
On; Downgraded By; Declassified On; Declassified By; Upgraded On; and
Upgrade Authority.

42620 |C4.114 Changesto Current Classification. ERKS shall ensure that appropriate
classification information is captured when the “ Current Classification” is
changed.

426201 |C41.116to Upgrade Information. ERKS shall prompt the user to enter or update

C4.11.18 information in the “Upgraded On” and “Upgrade Authority” fieldsif the
“Current Classification” israised to aclassification level of “ Confidential,”
“Secret,” or “Top Secret.”
426202 |(C4.1112, Downgrade Information. ERKS shall prompt the user to enter or update
C41113 information in the “Downgraded On” and “Downgraded By” fieldsif the
“Current Classification” islowered to a classification level of “ Secret” or
“Confidential.”
426203 |C41.114, Change of Classification. ERKS shall prompt the user to enter information in
C4.11.15 the “Declassified On” and “Declassified By” fieldsif the “ Current

Classification” ischanged to “Unclassified.”
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426204

C41111to
C4.11.18

Other Classification Changes. ERK'S shall prompt the user to enter or update
information in one of the following fields, as appropriate, if the “ Current
Classification” is changed to “ Other” or “No Markings:” "Upgraded On" and
"Upgrade Authority;" "Downgraded On" and "Downgraded By;"
"Declassified On" and "Declassified By."

42621

C4.115

Exemption Categories. ERKS shall provide the capability for auser to enter or
update exemption category(s) in the “Declassified On” field.

426.22

CA114

Editing Metadata. ERK S shall allow only authorized users the capability to edit
the following metadata items after they change the " Current Classification" of a|
record: Reviewed On; Reviewed By; Downgraded On; Downgraded By;

Declassified On; Declassified By; Upgraded On; and Upgrade A uthority.

426.23

C4.116

Record History. ERK S shall be capable of providing a classification history of
each record by tracking changes to the following metadata items and
appending them to arecord history file: Current Classification; Reviewed On;
Reviewed By; Downgraded On; Downgraded By; Declassified On; Declassified
By; Upgraded On; Upgrade Authority; Declassify On; and Originating
Organization.

426.24

4117

Displaying Current Metadata. ERKS shall display only current classification
metadata information; however, the user will be allowed to view the historic
classification metadatainformation, if requested.

426.25

C4.1.18

Current Classification. ERKS shall display the current classification on both
displays and printouts of all classified recordsin the system, including reports,
queries, and review lists.
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426.26

Tracking Distribution. ERKSshall provide the capability for general usersto
enter and update the following metadata el ements when arecord is distributed:
Distribution Recipients; and Distribution Organization.

426.27

C4.120

Restricting Accessto Records. ERKS shall provide the capability to restrict a
general user’ s access to records based on the following access criteria: Current
Classification; Supplemental Marking(s); and File Folder Title.

427

The Requirementsin this section are Mandatory for ERK Sthat permit users
to search and retrieverecords.

4271

Cc2271

Sear ch and Retrieval Capabilities. For document-based records ERKS shall
provide capabilities to search and retrieve any of the Agency Metadata
Standard elements.

4272

C2272

Case Sensitive. ERKS shall provide the capability for auser to specify whether
or not an exact match of caseis part of the search criteria.

4273

C2273

Partial Matches. ERK S shall provide the capability for auser to specify partial
matches for multiple word fields, such as subject and date, and shall allow
designation of "wild card" fields or characters.

4274

C2274

Boolean Searches. ERK S shall allow searches using Boolean logic: and, or,
greater than (>), lessthan (<), equal to (=), and not equal to (<>).

4275

C2275

Recordsfor Retrieval Criteria. ERKS shall present the user alist of records
meeting retrieval criteria, or shall notify the user if there are no records meeting
theretrieval criteria.

4276

C2275

Define Information. ERK S shall provide the capability for the user to define
the information contained in the list of records from the set of record metadata
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elements.
4277 C2276 Copiesof Electronic Records. ERKS shdl provide to the user's workspace (file
name, location, or path name specified by the user) copies of electronic
records, selected from the list of records meeting the retrieval criteria, in the
format in which they were provided to the ERK Sfor filing.
428 The Reguirementsin this section are Mandatory for ERK Sthat usefiletags
and afile plan to manage the disposition of document-based record objects.
4281 Recor ds Schedule/Destr uction
42811 |C2214 Disposition Instruction Code. ERK S shall provide the capability for only the
component IMO (or designee) to assign a disposition instruction code to afile
tag code, file tag name, or filetitle.
42812 |C2215 Changesin Disposition I nstructions. ERK S shall provide the capability for

only the component IMO (or designee) to reschedule records already in the
system when disposition instructions change from the original designations.
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42813

C2216

Retention Period of File Tags. ERKS shall provide the capability for only the
component IMO (or designee) to extend or suspend (freeze) the retention
period of individual filetags, which are required to be retained beyond their
schedul ed disposition because of special circumstances (such as a court order
or an investigation) that have altered the normal administrative, legal, or fiscal
value of the records.

42814

MultipleFile Tags. For arecord with two or more file tags associated, the
system will base the disposition on the longest disposition.

42815

C22.64

Identification of Scheduled Cutoff. ERKS shall provide the capability to
identify files scheduled for cutoff and present them only to the component
IMO (or designee) for retirement approval.

42816

C226.6

No Assigned Disposition. ERKS shall provide the capability for the component
IMO (or designee) to view, save, and print lists of records (regardless of media
or location) that have no assigned disposition (i.e., unscheduled records).

42817

Correct or Assign Dispositions. The system shall provide the capability for
the component IMO (or designee) to schedule records that were previously
unscheduled and to correct dispositionsthat arein error.

42818

C2261

List of RecordsBased Upon Disposition Codes. ERKS shall provide the
capability for the component IMO (or designee) to view, save, and print list(s)
of records (regardless of media) within afile tag based on disposition
instruction code, file tag, and/or disposition event to identify records due for
disposition processing. Theinformation contained in thelist(s) shall be user-
selected record metadata elements.
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42819

C226.2

Event-Driven Dispositions. ERKS shall provide the capability to identify
records with event-driven dispositions and provide the component IMO (or
designee) with the capability to indicate when the specified disposition event
has occurred.

4281.10

C226.3

Time-Event Dispositions. ERKS shall provide the capability to identify records
with time-event dispositions and provide the component IMO (or designee)
with the capability to indicate when the specified event has occurred and when
to activate applicable cutoff and retention instructions.

428111

C22216

Superseded Record. If the disposition of a superseded record isto be
destroyed when replaced, ERK S shall identify that the record is eligible for
destruction.

4282

Reports

42821

C2218

View Disposition Records. ERKS shall provide the component IMO (or
designee) the capability to view, save, or print the disposition instructions and
disposition instruction codes.

42822

C2219

File Tagsand Associated Disposition. ERKS shall provide the component
IMO (or designee) the capability to view, save, or print the file tags and their
associated disposition.

42823

C22.17

File Titles. ERKS shall provide the component IMO (or designee) the
capability to view, save, or print file tags and file titles and their associated file
tag disposition information.
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429 The Requirementsin this section are Mandatory for ERK Sthat usefiletags
and afile plan to manage the disposition of document-based recor d objectsand
providethe capability to transfer inactiverecordsto another system.

4291 Cc2281 RecordsEligible For Transfer. ERKS shall, using the disposition instruction
associated with each file tag, identify and present those records eligible for
transfer.

4292 C2283 Records Stored in System. ERK S shall, for records approved for transfer that

are stored in the system, copy the pertinent records and associated metadata tg
a user-specified filename, path, or device.

4293 C2283 RecordsNot Stored in System. ERK S shall, for records approved for transfer
and that are not stored in the system, copy the associated metadata to a user-
specified filename, path, or device.

4294 C2284 Suspend Deletion. The system shall, for records approved for transfer, provide
the capability for only the component IMO (or designee) to suspend the
deletion of records and rel ated metadata until successful transfer has been

confirmed.

4295 Capability to Move Recordsto be Transferred. ERK S shall provide the
capability to move associated records and related metadata for each record
approved for transfer.

4296 Transfer of Approved Record to NARA. ERKS shall provide the capability to

transfer permanent records and related metadata approved for transfer to
National Archives and Records Administration (NARA) in aformat approved
by NARA at the time of transfer.

UNCLASSFIED 106



UNCLASSIFIED

ERK S#DoD 5015.2 [Functional |Requirement Summary* Verification |T/A/I/D° |Compliant |Auditor ®|Comments’
# Spec #° Procedure#° (Y/N/NR)’

4210 The Requirementsin this section are Mandatory for ERK Sthat providethe
capability to manage E-mail messages and associated attachments asrecords.

42101 |C2231 Filed E-M ails Treated as Records. ERKS shall treat el ectronic mail messages
(including attachments) that have been filed as records as any other record,
and they shall be subject to the applicable requirements of this document.

42102 |C2232 E-Mail Storage. ERK S shall capture and automatically store the transmission
and receipt dataidentified in Table 1, E-mail Transmission and Receipt Data
below, (if available from the e-mail system) as part of the record profile when an
e-mail messageisfiled asarecord. The ERKS shall not alow editing of these
metadata.

42103 |C2233 E-Mail Attachment Storage. ERK S shall store the attachments to an e-mail
record and link the attachment with the e-mail record.

42104 |C2234 Storage of Distribution Lists. In order to ensure identification of the sender
and recipients of messages, ERK S shall provide the capability to store
distribution lists of e-mail records as required.

42105 Transmission/Receipt Data. Identify and store the following transmission and
receipt datain the designated metadata fields when an e-mail isfiled:

42105 |C227.18 Store the name of the sender as the "Originator."

42105 |C227.13 Store"Send To" addressees as the " Addressee."

42105 |C227.1.10 Store all other addressees as part of the "Addressee”
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42105 |C227.17 Store date and time the message was sent as the "Publication Date."
42105 |C22711 Store subject of the message asthe "Title."
42105 |C227.17 Store date and time the message was received as the "Posted Date."
42106 |C22132 External E-Mail. If externa e-mail systemsfor Internet e-mail or other wide-
areanetwork (WAN) e-mail are used, the records shall be handled as any other
e-mail records.
4211 Therequirementsin this section are Mandatory for ERK Sthat have been, or
areplanned to be, declared in the Federal Register asan Agency Privacy Act
System of Records.
42111 Privacy Act System User Notification. ERKS shall display the following notice|
to users each time the Privacy Act system is accessed: (System Notice not
included because of length.)
421111 Display Privacy Act Notice. ERKS shall display the foregoing notice with
visual emphasis on the last two paragraphs (i.e., with adistinctive color and
font).
421112 Usar Acknowledgment. ERKS shall require user acknowledgment of the

foregoing notice.
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42112

Mandatory Privacy Act Metadata Fields. Based on the component IMO (or
designee) determinations, ERKS shall provide the capability to system-default
the following metadata when creating or filing a Privacy Act record: 1. Privacy
Act record identifier (defaulted to “Yes”); 2. Responsible component (set as
determined by the component IMO); 3. Originating Federal agency (defaulted
to “CIA”); 4. Exemption Status (set as determined by the component IMO):
Exempt from search; or Non-exempt from search.

42113

Editing Privacy Act Metadata. ERK S shall allow only the component IMO (or
designee) to edit mandatory Privacy Act metadata information on records that
have already been filed.

42114

Privacy Act Record History. Privacy Act Record History. ERK S shall provide
the capability to record the history of each Privacy Act record by tracking
changes to the following metadata items and appending them to arecord
history file: 1. Privacy Act record identifier; 2. Responsible component; 3.
Originating Federal agency; 4. Exemption status.

42115

Displaying Current Privacy Act Metadata. ERKS shall display only current
Privacy Act metadata information; however, the user will be allowed to view
the historic Privacy Act metadatainformation, if requested.

42116

Privacy Act Record Disclosure

421161

Record Any Disclosure. ERK S shall require usersto record any disclosures
they make of information contained in Privacy Act records to another agency,
or to any person other than: 1. The person to whom the record pertains; 2. A
person within the Agency who has a need-to-know in order to perform his
duties; 3. A person or organization who has made a Freedom of Information
Act request.
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421162

Accounting of the Disclosure. ERKS shall prompt the user at the time any
disclosure from the Privacy Act record (as described in the previous section) is
recorded, to enter the following disclosure metadata i nformation, which shall
constitute an accounting of the disclosure, as required by the Privacy Act: 1.
Disclosure type (routine use, Congressional, court ordered, other government
agency, or other with explanation provided by user); 2. Name and address of
the agency, organization, or individual to which the disclosure was made; 3.
Purpose of the disclosure; 4. Date of the disclosure; 5. Disclosing component;
6. Agency user who made the disclosure (system-defaulted); 7. Reasonable
effort made to notify individual (required only for court ordered disclosures
that have become a matter of public record). (Yes/No); 8. Date of individual’s
notification (required only if “Yes” entered in number seven above).

42117

Disclosure Accounting. ERKS shall maintain each accounting of Privacy Act
record disclosures, as described in previous paragraphs of this section, for five
years or the life of the record (whichever islonger).

42118

Privacy Act Amendment Metadata. ERK S shall alow only authorized users the
capability to record the following Privacy Act record amendment metadata
items: 1. Amendment requested (valid values: Blank, Yes, or No); 2.
Amendment made (valid values. Blank, Yes, or No); 3. Amendment denied
(valid values: Blank, Yes, or No); 4. Amendment denial appealed (valid values:
Blank, Yes, or No); 5. Notation of dispute filed with record (valid values. Blank,
Yes, or No); 6. Amendment lawsuit filed (valid values: Blank, Yes, or No); 7.
Date of amendment action (defaults to current system date).
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42119

Notify Users About Any Amendments. ERK S shall notify authorized users whg
amend Privacy Act records or file notations of dispute therein, that they are
required by the Privacy Act to notify any person or other agency who
previously received information from the record, as noted in the accounting of
disclosures, of the amendment or notation of dispute.

4211.10

Disclosure and Amendment Record History. ERKS shall providethe
capability to record the history of each Privacy Act record disclosure and
amendment by tracking changes to the following metadata items and
appending them to arecord history file: 1. Disclosure type (routine use,
Congressional, court ordered, other government agency, or other with
explanation provided by user.); 2. Name and address of the agency,
organization, or individual to which the disclosure was made; 3. Date of the
disclosure; 4. Disclosing component; 5. Agency user who made the disclosure
(system-defaulted); 6. Reasonable effort made to notify individual (required
only for court-ordered disclosures that have become a matter of public
record—Y es/No); 7. Date of individual’ s notification (required only if “Yes”
entered in item number seven above); 8. Amendment requested; 9. Amendment
made; 10. Amendment denied; 11. Amendment denial appealed; 12. Notation of
dispute filed with record; 13. Amendment lawsuit filed; 14. Date of amendment
action; 15. Date of metadata change (system-generated).
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421111

Confirmation of Accuracy of Disclosure. ERKS shall provide the capability to
confirm the accuracy of Privacy Act disclosure and amendment metadataitems
prior to filing.

421112

Editing Privacy Act Records. ERK S shall allow only authorized usersto edit a
Privacy Act record after it has been filed.

421113

Update Metadata. If aPrivacy Act record isupdated or amended, the system
shall prompt the user to enter the following: 1. Updated or amended by; 2.
Update or amendment authorized by; 3. Reason for update or amendment; 4.
Updated or amended on date.

421114

Privacy Act Information Access Controls

4211141

Restricting Accessto Privacy Act Information. ERKS shall provide a
capability for the System Administrator to limit the screens and datafields
available to users and work groups accessing records in Privacy Act systems,
whereby access can be restricted based on a need-to-know in order to perform
official duties.

4211142

Individual Access. ERKS, in conjunction with its operating environment, shall
ensure that access to Privacy Act information is based on an individual’s
access criteriaand not agroup’ s access criteria.

4211143

Restricting Accessto Actions. In conjunction with its operating environment,
ERK S shall have the capahility to restrict a user’ saccessto Privacy Act
records and groups of records by assigning selective rightsto the following
actions: 1. View; 2. Create; 3. Copy; 4. Delete; 5. Move; 6. Edit. (Metadata

only).
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4211152

Specifying Selected Audit Actions. ERKS shall provide a capability whereby
an authorized user can specify which of the above actions are audited.

4211153

Audit Query Functions. ERKS, in conjunction with its operating environment,
shall provide a query function whereby an organization can set up specialized
reports to determine what level of access auser has, what records each user
has accessed, and what operations have been performed on those records.

43

This section contains Optional requirementsthat a business area may
requireto provide greater functionality for some ERKS.

431

C22131

Electronic Calendarsand Task Lists. Electronic calendars and task lists may
meet NARA's definition of arecord (See Section 6.2 Glossary). Calendars and
task lists that meet the definition of arecord are to be managed as any other
record. If the ERKSisbeing acquired or built does not have the capability to
extract calendars and task lists from the software application that generates
them, the user organization must implement processes or procedures to enable
those records to be managed by an electronic recordkeeping system.

432

Thesaurus

4321

ci2n

Vocabulary Control. ERKS shall provide vocabulary control for grouping

vralatad rannarde thraninh thatien af an Aaraanizad thacaniviie
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related records through the use of an organized thesaurus.

4322

Index Terms. ERKS shall allow the user to select index terms from a predefined
list of such terms.

4323

Index Repository. ERK S shall create an index of all wordsin the repository,
including for recordsin online, near-line, and offline storage.

433

C3213

Workflow Features. ERKS shall provide the capability, if required by a
business area, to manage working and draft versions of documents and other
potential record material asthey are being devel oped.

434

Reports

4341

Number of Records by Classification. ERKS shall have the capability to
provide reports detailing the number of records by classification.

4342

C3214

Records Management Forms. ERKS should have the capability to generate
compl eted standard records management forms, such astheitemslisted: 1.
Standard Form 115 and 115-A, "Request for Records Disposition Authority;" 2.
Standard Form 135 and 135A, "Records Transmittal and Receipt;" 3. Standard
Form 258, "Request to Transfer, Approval, and Receipt of Records to the
National Archives of the United States;" 4. National Archives Form 14012,
"Database Record Layout;" and 5. National Archives Form 14097, "Technical
Description for Transfer of Electronic Recordsto the National Archives."

4343

C3.26

Generation of Standard Reports. ERK S shall provide the capability to generate
standard reports on the information held within the ERK'S based upon
developed report templates or queries.
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4344

C3217

View Filein Stored Format. ERK S shall provide the capability to view each filg
inits stored format or its equivalent.

4345

C3215

Hard Copy Codes. ERK S shall provide the capability to produce hardcopy
codes or identifiersin the form of labels or other products as required.

435

ci212

Additional Search and Retrieval Features. ERKS shall provide additional
search and retrieval features, such asfull text search or other method(s) to
assist the user in locating records.

436

C3l114

Gover nment Information L ocator Service. ERKS should have the capability, if
required by a business area, to implement the requirements of the Government
Information Locator Service (GILS). GILSwas established to identify public
information resources throughout the Federal Government, describe the
information available in those resources, and provide assistance in obtaining
theinformation. GILS may also serve as atool to improve Agency electronic
records management practices.

437

C322

Bulk L oading Capability. ERKS shall provide the capability for the System
Administrator (or designees) to bulk load (i.e., import) the following: 1. Agency
File Plan; 2. Disposition Instructions and Codes; 3. Electronic Records; 4.
Record Metadata; 5. Approved Classification Guides.

438

Interfacesto Other Software Applications

4381

C3.25,C3.28

Office Automation Packages. ERK S should interface to various office
automation packages such as electronic mail, word processors, spreadsheets,
databases, document imaging tools, workflow, desktop publishers, directory

services and el ectronic data interchange systems as specified by the business
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area.

4382

C329

Fax Integration Tools. ERKS shall provide the capability, if required by a
business area, to interface with desktop or server-based fax products to
capture fax recordsin their electronic format.

4383

C3210

Bar Code Systems. ERKS shall provide the capability, if required by a
business area, to use abar code system. Bar code technology can be used to
support the following records management tasks: 1. File and correspondence
tracking to positions, sections, or staff members; 2. Creating, printing, and
reading of labels for non-electronic records; 3. Boxing of recordsfor transfer; 4.
Box tracking for records holding facility operations; 5. Workflow tracking; 6.
Posting changesin disposition; 7. Record audit and census functions.

44

This section contains System requirementsthat ensurethat ERK'S comply
with CIA policies, standards, and system ar chitecturerequirements. They
arenormally included in therequirementsfor any application implemented on
Agency Headquartersor Field Information System Infrastructures. They re
not uniqueto ERKSbut areincluded here becausethey are essential tothe
reliability of an ERKS,

441

Record I dentifier

4411

C2222

System Unique. ERKS shall assign a system-unique computer-generated
record identifier to each record, regardless of where the record is stored or the
type of record itis.

4412

C2224

No Modification. ERKS shall not permit modification of the record identifier,

once assiaoned.
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once assigned.

4413

C22219

Linkageto Metadata. ERKS shall link the record metadata to the record so that
it can be displayed when needed and transported with the record when a copy
ismade.

4414

Electronic Documents. The system must allow the electronic documentsin the|
repository to beidentified.

442

Sandards

4421

c212

Dates. ERKS shall correctly accommodate and process information contained
in the year 2000 and beyond, aswell as datesin previous centuries. The
capability shall include, but not be limited to, date data century recognition,
calculations, and logic that accommodate same-century and multi-century
formulas and date values, and date data interface values that reflect the
century. Inaddition, leap year calculations shall be accommodated (i.e., 1900 is
not aleap year, 2000 isaleap year).

4422

C3.15

Business Area. The business areamust specify what is acceptable ERKS
system availability, reliability, response times, and downtimes that will satisfy
the user's business requirements.

4423

Agency Technical Standards. ERKS shall be in compliance with the following
Agency technical standards: 1. The Agency’ stechnical architecture as defined
in Information Technology Enterprisewise Technical Architecture (ETA),
VVolume I Component Architectures (November 1999); 2. The Agency’s
Directory Services requirements as described in Information Technology ETA,
VVolume I Component Architectures (November 1999); 3. The Agency’s

Automated |nformation Systems security requirements as defined by the
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Office of Security.

443

Security and Access Controls

4431

Safeguarding. ERKS, in conjunction with its operating environment, shall
have the capability to activate akeyboard lockout feature and a screen-
blanking feature, both of which are to be controlled by the System
Administrator.

4432

Minimum Authentication Measures. ERKS, in conjunction with its operating
environment, shall use authentication measures that allow only authorized
individuals to access the system. At aminimum, ERKSwill implement
authentication measures that require the following: 1. Userid; 2. Password.

4433

C22101,
4121

User Groupsand Accesses. |n addition to minimum authentication measures,
ERKS shall provide the capability to define different groups of users and
access criteriaincluding, but not limited to the following: 1. System
Administrator —full system privilegesto include full edit and delete
capabilities; 2. Component IMO (or designee) — perform disposition/archive
functions to include transfer and deletion of records and associated metadata;
3. General user — normal privileges based on need-to-know; 4. Others as
required.

4434

Define Access Control. ERKS shall provide the capability to define access
control at theindividual record level.
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4435 C22101 Controlled Access. ERKS shall control accessto records based on business

needs and established privileges by work group membership, assigned role(s)
and user identity.

4436 C22102 Multi-User Access. ERKS shall support multiple-user access.

4437 C22103 Access Control for Transfer and Destroy Functions. ERKS shall control
access to transfer and destroy functions based on the identity of the user and
the user role as described in requirement 4.4.3.3.

4438 C22104 Audit Function Access. ERKS shall control access to audit functions based on
the identity of the user and the user role as described in requirement 4.4.3.3.

444 Repository

4441 Cc2241 Repository Interface. ERKS shall provide or interface to arepository for
storing electronic records and prevent unauthorized access to the repository.
If the repository is contained in an electronic database management system

with the current Agency EDBM S query language standard.

4442 C2244 Repository Record Deletion. ERKS shall alow only System Administrators
and the component IMO (or designee) to move or delete records from the
repository.

445 Backup Procedures

(EDBMYS), the query interface between the ERKS and the EDBM S shall comply

4451 C22121 Backup of Stored Records. ERKS shall provide the capability, as determined by
the Agency, to automatically create backup or redundant copies of records,
including any metadata.
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ERKS#}

DoD 5015.2
#2

Functional
Spec #°

Requirement Summary*

Verification
Procedure#®

T/AND®

Compliant
(Y/N/NR)’

Auditor 8|Comments®

4452

C22122

Storage of Backup Copies. The method used by ERK 'S to backup database
files shall provide copies of the data that can be stored off-line and at separate
location(s) to safeguard against loss of records, record metadata, and other
records management information due to system failure, operator error, disaster,
or willful destruction.

446

Recovery and Rollback Capability

446.1

C22123

Updates. ERKSshall, following any system failure: (changed format) 1.
Provide the backup and recovery capability to complete updates (records,
record metadata, and any other information required to access the records) to
ERKS; 2. Ensure these updates are reflected in ERK Sfiles; 3. Ensure that any
partial updates to ERK S files are backed out; and 4. Ensure that records and
metadata del eted from master files cannot be reconstructed from backup files.

4462

C22123

Recovery Natification. ERKS shall provide the capability, during
recovery/rollback, for any user whose updates are incompletely recovered to
be notified that arecovery has been executed. The user shall be notified about
recovery upon next use of the application. The ERKS shall also provide the
option to continue processing using all in-progress data not reflected in the
ERK Sfiles.

4463

C22124

Rebuild Capability. ERKS shall provide the capability to rebuild forward from
any backup copy, using the backup copy and all subsequent audit trails. This

capability istypically used to recover from storage media contamination or
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ERK S#DoD 5015.2 [Functional |Requirement Summary* Verification |T/A/I/D° |Compliant |Auditor ®|Comments’
# Spec #° Procedure#° (Y/N/NR)’

failures.

447 Storage

44.7.1 C22125 Storage Availability and Monitoring. ERKS shall provide for the monitoring of
available storage space. The storage statistics shall provide a detailed

accounting of the amount of storage consumed by ERK'S processes, data, and
records. The system shall notify only the System Administrator (or designees)

of the need for corrective action in the event of critically low storage space.

4472 C313 Storage Scalability. ERKS shall be scalableto allow the business areato
define the size of the storage space required for its organizational records with
their related record metadata and associated audit files.

448 Preservation/Migration

4481 Ensure Access and Readability for Life of Record. ERKS shall select and
manage mediain such amanner as to ensure access and readability for thelife
of the records contained in the system.

4482 Support Migration Strategy. ERKS shall support a migration strategy, defined
by abusiness area, that ensures users the capability to view, copy, print, and,
if appropriate, process any record stored in ERKS (based on their user role as
defined in requirement 4.4.3.3) for aslong as that record shall be retained.

4483 C22133 Migration Strategy Compatibility. The ERKS migration strategy shall take intg
account operating systems, system applications, storage media, and data
formats in accordance with Agency-approved standards.
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ERK S#DoD 5015.2 [Functional |Requirement Summary* Verification |T/A/I/D° |Compliant |Auditor ®|Comments’
# Spec #° Procedure#° (Y/N/NR)’
449 User Support
4491 C314 Documentation. The business area must determine the type and format of
desired documentation, such as user guide, technical manual, and installation
procedures. The documentation must be maintained for the life of the system.
4492 C3.113 End-User Orientation and Training. The business area must specify the
training requirements for the component IMO, System Administrator, general
user, and others as required.
4493 C327 OnlineHelp. ERKS shall have an easily accessible online help capability for

users.

! Paragraph number in ERK S Certification Requirements Handbook.

2 Paragraph number in DoD 5015.2 (C3...refers to Nov. 1997 draft; C4...refers to June 2001 draft).

% Reference the functional specification for satisfying this requirement from System Design or equivalent document.

* Requirement as worded in ERK S Certification Requirements Handbook.

® Reference the verification procedure used from System Test Plan or equivalent document.

® Test/Analysis/Inspection/Demonstration (T/A/I/D). Enter T, A, I, or D to designate method of verification.

" Compliant: Enter Y, N, or NR to indicate whether the requirement was satisfied, not satisfied, or not required.
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® |dentify the IMO or designee who audited the verification of this requirement.

° Insert pointer to any footnote comments regarding the verification of this requirement.
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7.4 Appendix D: Agency Catalogue of Databases (CATDB) Inventory Form

Worksheet for Online CATDB Survey of I nformation Systems

Enter classification of survey information (top and bottom of page).
|. General Information (to befilled out by the Author, aperson familiar with the system)

A. Forma System Name

1. Full Name:

2. Acronym (or other AKAS):

B. Records Owner

1. Name (not an IMO):

2. Title

3. Secure Phone:

4. Directorate:

5. Group or Division:

6. Branch, Team or Unit:

7. Office of Primary Interest:

C. Database Administrator

1. Name

2. Title

3. Secure Phone:

4. Directorate:
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5. Office:

6. Group or Division:

7. Branch, Team or
Unit:

8. Pager:
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D. Component IMO

1. Name:

2. Secure Phone:

3. Directorate:

4, Office:

5. Group or Division:

6. Branch, Team or Unit:

7. Name of Directorate IMO:

[1. Technical | nformation (to befilled out by the technical POC)

A. Typeof System:

(a) Electronic  (b.) Hardcopy  (c.) Other:

B. Storage Media
(a) CDs (b.) Hard Drives (c.) Paper (d.) Fiche (e.) Maps

(f.) Portable Magnet (g.) Other:

C. Datalnformation
1. DataLocation
(a) Server/Path:

(b.) Location:

2. Number of Records:

3. Description of Size:
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4. Description of Storage

(a) Allocated Database Size (in Mb):

(b.) Utilized Database Size (in Mb):
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D. Application Information

1.DBMS

Version:

2. Software Location

(a) Executablesand Code:

(b.) Documentation:

3. Operating Systems

(a) Client Workstation:

(b.) Server:

[11. System I nfor mation (to befilled out by the Author)

A.

Agency(s):

Description

1. Business Purpose:

2. Components Supported:

3. System Documentation:

Users: (all that apply)
1. Organizations:

(a) Intelligence Community (b.) Agency

(c.) Other

Directorate(s):

Office(s):
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Other:

C. Status

1. Start Date: / /

2. Inactive Date: / /

3. Archive Date: / /

4, Migrated Date: / /

Migrated to:

5. Deleted Date: / /

6. Comments.

|V. Records | nfor mation (to be filled out by the Component IMO)

A. Classification

1. System Classification:

(a) Top Secret  (b.) Secret (c.) Confidential

(d.) Unclassified (e)) FOUO () AIOU

2. System Codeword(s): (all that apply)
(@)BYE (b) S (c)TK

(d.) Other:

3. Highest Classification of Information:

(a) Top Secret  (b.) Secret (c.) Confidential

(d.) Unclassified (e)) FOUO () AIOU

4. Codeword(s): (al that apply)

(a) BYE (b) SI (c) TK

(d.) Other: (e.) None

B. Datesof Collection
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1. Ealiest Record Date: / /

2. Last Record Date: / /

Federal Records Information
1. Does this Collection of information contain Federal records? (a) YES

2. GRS'RCS Number:

3. Item Number:

4, Status of new RCS Item:

5. Retention/Disposition I nstructions:

6. Will areview be necessary prior to migration? (@) YES

(If yes...) Next Review Date: / /

7. Earliest Disposition (Y ears):

8. Vita Records: (@) YES (b.) NO

Comments.

(b) NO

(b) NO

Records Review

1. Latest Record Date: / /

2. Latest Review Comments:

Disclosure (IMO use only)

1. Have these records been designed as “ Operational Files’ under

the CIA Information Act of 19847 (@) YES

Comments.
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2. IsthisaPrivacy Act system? (@) YES (b.) NO

3. Can this system be publicly acknowledged? (@) YES (b.) NO

4. Doesthe system have a Federal Citation Number? (@) YES (b.) NO
(if yes...) Number:

5. Specify categories of individuals covered by this system:

6. Isinformation distributed outside the Agency? (@) YES (b.) NO

(if yes...) ToWhom:

Why:
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7.5 Appendix E: DoD 5015.2 STD Requirements Cross-Reference Table

DoD 5015.2 Requirement Number CIA ERKSIM Requirement
(From November 1997 Dr aft) Number
C1. General Information N/A

C2. Mandatory Requirements

C2.1 General Requirements

C2.1.1. 4111
c2.1.2. 4421
C2.1.3. Not Referenced

C2.2 Detailed Requirements
C2.2.1. Implementing File Plans

C2.2.1.1. 4.2.3.8
C2.2.1.2. 4.2.35
C2.2.1.3.(.1-.8) 4.2.3.11
C2.2.1.3.9 Not Referenced
C2.2.1.4. 4.281.1
C2.2.1.5. 4.2.8.1.2
C2.2.1.6. 4.2.8.1.3
C2.2.1.7. 4.2.8.2.3
C2.2.1.8. 4.28.2.1
C2.2.1.9. 4.2.8.2.2
C2.2.2. Identifying and Filing Records

C2.2.2.1. 4.2.3.2
C2.2.2.2. 4411
C2.2.2.3. 41.1.2
C2.2.24. 4.4.1.2
C2.2.25.(.1-.11) 4.2.2.2
C2.2.2.6. (.1-.11) 4.2.2.3
C2.2.2.7. (.1-.6,.20) 4.2.2.4
C2.2.2.8. 4.2.2.5
C2.2.2.9. 4.2.3.3,4.2.39
C2.2.2.10. 4.2.3.4
C2.2.2.11. 4.2.3.10
C2.2.2.12. 4211
C2.2.2.13. 4.2.1.2
C2.2.2.14. 4.2.1.3
C2.2.2.15. 41.15
C2.2.2.16. 4.25.4,428.1.11
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DoD 5015.2 Requirement Number CIA ERKSIM Requirement
(From November 1997 Dr aft) Number

C2.2.2.17. 4.1.1.6
C2.2.2.18. 4.2.2.6
C2.2.2.19. 44.1.3
C2.2.2.20. 4223
C22221 Not Referenced
C2.2.2.22 Not Referenced
C2.2.2.23 Not Referenced
C2.2.3. Filing Electronic Mail M essages
C2.2.3.1. 4.2.10.1
C2.2.3.2. 4.2.10.2
C2.2.3.3. 4.2.10.3
C2.2.34. 4.2.10.4
C2.2.4. Storing Records
C2.24.1. 4441
C2.2.4.2. 41.1.2
C2.2.4.3. 4114
C2.2.4.4. 4.4.4.2
C2.25. Scheduling Records
C2.25.1. 41511
C2.25.2. (.1-.3) 4.15.1.2
C2.25.3. 4.15.1.3
C2.2.6. Screening Records
C2.2.6.1. 4.2.8.1.8
C2.2.6.2. 4.2.8.1.9
C2.2.6.3. 4.2.8.1.10
C2.2.6.4. 4.2.3.7,4.2.8.15
C2.2.6.5. 41514
C2.2.6.6. 4.2.8.1.6
C2.2.7. Retrieving Records
C22.7.1.(1-.19 4271
C227.1.1.-.2,;C227.1.7.-.8.;C2.2.7.1.10. 4.2.10.5
C2.2.7.2. 4.2.7.2
C2.2.7.3. 4.2.7.3
C2.2.7.4. 4.2.7.4
C2.2.7.5. 4.2.75,427.6
C2.2.7.6. 4.2.7.7
C228. Transferring Records
C2.2.8.1. 4.29.1
C2.2.8.2. 4.2.9.2
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DoD 5015.2 Requirement Number CIA ERKSIM Requirement
(From November 1997 Dr aft) Number
C2.2.8.3. 4.29.3
C2.2.84. 4294

C2.2.9. Destroying Records

C2.2.9.1. 4.15.1.6
C2.2.9.2. 4.15.1.7
C2.2.9.3. 4.15.1.8
C2.2.9.4. 4.15.1.9
C2.2.10. Access Control

C2.2.10.1. 4.4.3.3,44.35
C2.2.10.2. 4.4.3.6
C2.2.10.3. 4.4.3.7
C2.2.10.4. 4.4.3.8
C2.2.11. System Audits

C2.2.11.1. 4.1.3.1
C2.2.11.2. 4.2.4.6
C2.2.11.3. 4.1.3.2
C2.2.11.4. (.1-.3) 4.24.1
C2.2.11.5. (.1-.5) 4.2.4.2
C2.2.11.6. 4.2.4.5
C2.2.12. System Management

C2.2.12.1. 4.45.1
C2.2.12.2. 4.45.2
C2.2.12.3. 44.6.1,4.4.6.2
C2.2.12.4. 4.4.6.3
C2.2.12.5. 44.7.1
C2.2.13. Additional Baseline Requirements

C2.2.13.1. 4.3.1
C2.2.13.2. 4.2.10.6
C2.2.13.3. 4.4.8.3
C2.2.13.4. Not Referenced Directly

C3 Nonmandatory Requirements

C3.1. Requirements Defined by the

Acquidgtion/Using Activity

C3.1.1. 44.2.3
C3.1.2. 4.4.2.3
C3.1.3. 4472
C3.1.4. 449.1

UNCLASSFIED



UNCLASSIFIED

DoD 5015.2 Requirement Number CIA ERKSIM Requirement
(From November 1997 Dr aft) Number

C3.1.5. 4.4.9.2

C3.1.6. 4.4.2.3

C3.1.7. 44.2.3

C3.1.8. 4.4.2.3

C3.1.9. 44.2.3
C3.1.10. 44.2.3
C3.1.11. 44.2.3
C3.1.12. 4.2.3.6
C3.1.13. 4.4.9.2
C3.1.14. 4.3.6

C3.2.1. Not Referenced
C3.2.2.(.1-.4) 4.3.7

C3.2.3. 4.25.2

C3.24. 4.25.3

C3.2.5. 4.38.1

C3.2.6. 4.3.4.3

C3.2.7. 4.4.9.3

C3.2.8. 4.38.1

C3.2.9. 4.3.8.2
C3.2.10. (.1-.7) 4.3.8.3
C3.2.11. 4321
C3.2.12. 4.3.5

C3.2.13. 4.3.3

C3.2.14. (.1-.5) 4.3.4.2
C3.2.15. 4.3.4.5
C3.2.16. 4.2.2.7
C3.2.17. 4344
C3.2.18. (.1-.3) 4.24.3

UNCLASSFIED 135



UNCLASSIFIED

DoD 5015.2 Requirement Number

(From June 2001 Dr aft)

CIA ERKSIM Requirement
Number

C4 Management of Classified Records

C4.1. Requirementsfor RMAs Supporting
M anagement of Classified Records

C4.1.1. 4.2.6.1

C4.1.1.1. 4.2.6.1.1

C4.1.1.2. 4.2.6.1.2

C4.1.1.3. 4.2.6.1.5

C4.1.1.4. 4.2.6.1.4

C4.1.1.5. 4.2.6.1.7

C4.1.1.6. 4.2.6.1.6

C4.1.1.7. 4.2.6.1.8

C4.1.1.8. 4.2.6.15

C4.1.1.9. 4.2.6.15

C4.1.1.10. 4.2.6.19

C4.1.1.11. 4.2.6.19,4.2.6.20.4

C4.1.1.12. 4.2.6.19,4.2.6.20.2, 4.2.6.20.4
C4.1.1.13. 4.2.6.19,4.2.6.20.2, 4.2.6.20.4
C4.1.1.14. 4.2.6.19, 4.2.6.20.3, 4.2.6.20.4
C4.1.1.15. 4.2.6.19, 4.2.6.20.3, 4.2.6.20.4
C4.1.1.16. 4.2.6.19,4.2.6.20.1, 4.2.6.20.4
C4.1.1.17. 4.2.6.19,4.2.6.20.1, 4.2.6.20.4
C4.1.1.18. 4.2.6.19,4.2.6.20.1, 4.2.6.20.4
C4.1.2. 4.2.6.5

C4.1.3 4.2.6.6

C4.1.4. 4.2.6.7

C4.1.5. 4.2.6.8

C4.1.6. 4.2.6.9

C4.1.7. 4.2.6.10

C4.1.8. 4.2.6.11

C4.1.9. 4.2.6.12

C4.1.10. 4.2.6.13

C4.1.11. 4.2.6.16

C4.1.12. 4.2.6.17

C4.1.13. 4.2.6.18

C4.1.14. 4.2.6.20, 4.2.6.22

C4.1.15. 4.2.6.21

C4.1.16. 4.2.6.23

C4.1.17. 4.2.6.24
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DoD 5015.2 Requirement Number

CIA ERKSIM Requirement

(From June 2001 Dr aft) Number
C4.1.18. 4.2.6.25
C4.1.19. 4.14.3
C4.1.20. 4.2.6.27
C4.1.21. 4121
C4.2.1. 4.2.2.10
C4.2.2. Not Referenced
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7.6 Appendix F: Summary of Privacy Act

Under the Privacy Act, a“system of records’ is any collection of information, regardless of
format or media, that is maintained by, and under the control of, an agency; that contains
information about a US citizen or permanent resdent dien (hereafter, an “individud”); and from
which information is retrieved in the regular course of business by the name of the individua or
by some other identifying number or symbal (e.g., Socid Security number, AIN, badge number,

etc.).

Under the Privacy Act, the CIA isrequired to:

?7?

?7?

?7?

?7?

?7?

?7?

?7?

?7?

?7?

Make no disclosure of any record contained in a system of records without the
prior written consent of the individua to whom the record pertains, except as
provided in the Act and in the CIA’s published declarations of “routine use.”

Publish in the Federal Register notice of the existence and character of every
Privacy Act system of records maintained by the Agency.

Maintain only such information about an individud asis rdevant and necessary to
accomplish alegdly mandated purpose of the Agency.

Collect information to the greatest extent practicable directly from the subject when
the information may result in adverse determinations about the individud’ s rights,
benefits, and privileges under Federa programs.

Maintain al records used to make any determination about an individud with
accuracy, rdlevance, timeliness, and completeness, especidly prior to making
certain types of disclosures of information contained in such records.

Maintain no record describing an individud’ s exercise of his Firs Amendment rights
unless expresdy authorized by statute or by the individud, or unless pertinent to and
within the scope of an authorized law enforcement activity.

Make reasonable efforts to notify an individual when any record about him is made
available to any person under compulsory lega process when such process
becomes a matter of public record.

Edtablish internd rules of conduct for personsinvolved in maintaining any record, or
in the design, development, operation, or maintenance of any such system of
records.

Egtablish gppropriate adminigrative, technica, and physica safeguards to ensure the
security and confidentidity of records to protect against substantial harm,
embarrassment, inconvenience, or unfairnessto any individual on whom informeation
ismaintained.
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?? Keegp an accounting of the date, nature, and purpose of any disclosure made to
another agency or to any person (other than the person to whom the record
pertains, a person within the Agency who has a need-to-know in order to perform
his duties, or aperson or organization who has made a Freedom of Information Act
request). Such accounting must be kept for five years or the life of the record,
whichever islonger, and must include the name and address of the person or
organization to whom the disclosure is made.

?? Permit individuas to request amendment of records pertaining to them, to apped a
decision not to amend the record as requested, and to file notations of disputein
their records.

?? Notify any person or agency to whom information from a record has been disclosed
of any amendment to the record that has been made, or of any notation of dispute
that has been filed with the record, since the disclosure was made.

?? Permit individuals access to their records or to any information about them that is
contained in asystem of records, unless such record or information is properly
exempt from disclosure under the provisions of the Act and Agency regulations
promulgated hereunder.

The Privacy Act providesfor both civil remedies againg the Agency, and for crimind pendties
agang individud officers of the Agency, for violaions of various provisons of the Act.
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7.7 Appendix F: ERKS Certificate

o o

CIA AIRMP
Approval

Is hereby granted to:

[AIS name here]

for operation as an official Electronic Recordkeeping System

—

rr ERKS Certification
Granted: [Date}

Chairman, AIRMP
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Electronic Recor dkeeping Systems Certification (ERKYS) - Activities & Guidance
(IM-RECM T-15420-2034017)

UNCLASSFIED 141



